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Forthcoming Summer 2025 from Cambridge!

Knowledge-Infused Learning:
Neurosymbolic Al for Explainability,
Interpretability, and
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Focus of Tutorial

NeuroSymbolic Al and Instructible Al 8. -

OpenCHA: Domain Knowledge-driven
LLM-based Conversational Agent for Health



Model Size vs Explainability Trade-c
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Feature Visualization | Activation Patterns Probing Tasks Hidden States with

[ Attention Maps and I Layer Analysis and 1[ Attention Analysis and 1 Token Attribution and
Sparse Autoencoders
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Note: Explainability scores are approximate and based on available interpretation techniques for each



Statistical Al is a Blackbox=» NeuroSymbolic Al
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Why NeuroSymbolic Al

Neural Implicit/Parametric
Knowledge Representations > DeCiSiOﬂS/ACtionS

Symbolic Explicit Knowledge
Representation
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Neural Network and Knowledge Graph (Labeled Nodes
Deep Learning and Edges)

Sensors, Text, Image, and
Collection

Low-level Data

Amit Sheth, Kaushik Roy, Manas Gaur, Neurosymbolic Artificial Intelligence (Why, What, and How), IEEE Intelligent Systems, 38 (3), May-June 2023



https://ieeexplore.ieee.org/document/10148662

Instructability

taught and guided by humans to
cause intentional behaviours.
-  Features:

¢  Skill Acquisition

¢ Knowledge-Gap
management

¢ Human-Al Interaction
e Explainability
e Interpretability

. e Observability
.\
e @)
jrieia X
= e
Human |
Feedback

Corrections
and Learnings
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The capability of Al systems to be
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Grounding

The process of establishing
meaningful connections between
Al representations and the real
world, ensuring Al systems
understand and interact with their
environment effectively.

—> Features:

Symbolic Grounding
Functional Grounding

Last Layer L Real World Concepts
(Al Representation)

Image by pngtree.com
Image by medium
Image by emiltimplaru, santima.studio on vecteezy

Explainability

- Explanations that use terms and
connections specific to a

particular field or industry are more
useful than general words that
don't help people take action.

- Features:
Local and Global
Explanations
Causality
User-Appropriate
Explanations

Interpretabili Interpretabili
Labeled Dataset P o Labeled Dataset P o

Experience
(e.g. History)

Web Search
Corpus
Expert

Guidelines

7

Generative  Classification

Generative  Classification Information

Output Output Output Output graph (KG,
s i Lexicons,
e matching l l otc)
Experience Web Search  Expert & " -,-;\.. i
(e.g. History) Corpus Guidelines e .

User-level Explainability User-level Explainability



NeuroSymbolic Al

Neuro-symbolic Al techniques incorporate broader forms of
knowledge (lexical, domain-specific, common-sense, and
constraint-based) into addressing limitations of either symbolic or
statistical Al approaches, such as model interpretations and user-
level explanations. Compared to powerful statistical Al that
exploits data, NeSy benefits from data and knowledge.




Neurosymbolic
Al in the Era of
Large Language
Models




Copilots for
Health,

Manufacturing

Explainable and
Attributable
Reasoning on

Narratives

Implicit
Personalization in
Domain-specific
Conversations

Grounded Debiasing
using Rules and

Domain Knowledge
(No additional Data)

Worktlows-
ocuided Safe
Decision Making

Social Wellare
Optimized
Ensemble of I.LI.LMs

Applications of NeuroSymbolic Al with a focus on
Grounding, Explainability, and Instructibility (EGI)




NeuroSymbolic in Machine Learning and Natural Language Processing

Memory Query Answer

(DANTE, born-in, X)
A4

Symbolic
KG DANTE Y —p F'LORENCE
Memory Access
born-in
FLORENCE

“Dante was born in [MASK]|.”

4 Y »
Neural LM

Memory Access

LM

Florence

e.g. ELMo/BERT

Petroni, F., Rocktaschel, T., Riedel, S., Lewis, P., Bakhtin, A., Wu, Y., & Miller, A. (2019, November). Language Models as Knowledge Bases?. In Proceedings of the 2019 Conference on Empirical
Methods in Natural Language Processing and the 9th International Joint Conference on Natural Language Processing (EMNLP-IJCNLP)



Data Hyperparameters
yperp Knowledge Lexicons

Graphs

Rules

Neural Al Symbolic Al
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Wellnhess Dimension

Eight Dimensions of Wellness

SOCIAL SPIRITUAL

FINANCIAL PHYSICAL

W SERVIC, 5.,
Substance Abuse and Mental Health Services Administration >

XSAMHSA

Source: Adapted from Swarbrick, M. (2006). A Wellness Approach.
Psychiatric Rehabilitation Journal, 29(4), 311-314.

www.samhsa.gov



Wellnhess Dimension

Wellness Dimension Definitions and
Questionnaire

EMOTIONAL
Coping effectively with life and creating
satisfying relationships.
FINANCIAL
Satisfaction with current and
y future financial situations.

ENVIRONMENTAL
Good health by occupying pleasant,
stimulating environments
that support well-being.

SOCIAL

INTELLECTUAL
8 DIMENSIONS OF Developing a sense of

Recognizing creative abilities
and finding ways to expand W E L L N E S S connection, belonging, and a

knowledge and skills. well-developed support system.

SPIRITUAL
Expanding our sense of
purpose and meaning in life.

PHYSICAL
Recognizing the need for physical
activity, diet, sleep, and nutrition.

OCCUPATIONAL
Personal satisfaction and
enrichment derived from one’s work.

< SERVIC,
A e

° Substance Abuse and Mental Health Services Administration & By
&
SAMHSA P’c{; https://store.samhsa.gov/sites/default/files/sma16-4958.pdf
www.samhsa.gov ffsf&lldm



Content worth 4000 users

6 Wellness Dimensions

* Physical
(lj\fﬁz]{% * Intellectual
MultiwD and * Vocational
W WellXplain * Social
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e Emotional
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Clinical expert explanations



Prediction Explanation
t

Explanation
Definitions |N-
Context
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R Attention Attention
Matrix Matrix

Design 1 Design 2




Chain of Thou
Definitions

Prediction Explanation
*

ts with

Attention

T

Design 3

Matrix

In-Context Learning

Questionnaire
Workflow-baséd
Attention
Matrix

1

T

Design 4



Robustness using SVD Attention Rank (lower is better)
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Hybridized
Architectures:
NeuroSymbolic Al

Prediction Explanation
Questionnaire

Workflow-baged
In-Context Lgarning

Attention
Matrix

T

Design 4

Prediction

Definitions

In-Context
Learning

Explanation

Attention
Matrix




Domain Data

{(

Raw data from specific domain and processes

QD Process Knowledge

Expert-defined rules, constraints, and process sequ

Process
Knowledge Embedding | | Kn OWledge'i nfu Sed
Learning

<>

G} Infused Learning

Joint training with data and embedded knowledge

Key Benefits:

« Enhanced model interpretability through explicit process knowledge
« Improved generalization by incorporating domain expertise

« Better constraint satisfaction in predictions

- Reduced data requirements through knowledge guidance



Simple Text Classification

| am really struggling with my bisexuality, which is causing
chaos in my relationship with a girl. Being a fan of the LGBTQ
community, | am equal to worthless to her. I’'m now starting to
get drunk because | can’t cope with the obsessive, intrusive
thoughts | need to get out of my head.

Don’t want to live anymore. Sexually assault, ignorant family
members, and my never-ending loneliness brights up my path
to death.

| do have the potential to live a decent life, but not with people
who abandon me. Hopelessness and feelings of betrayal have
turned my nights into days. | am developing insomnia because
of my restlessness.

| just can’t take it anymore. Been abandoned yet again by
someone | cared about. I've been diagnosed with borderline for
a while, and I’'m just going to isolate myself and sleep forever.

Y = Suicide Ideation

Process Knowledge
Infusion is
better form than data-
driven Classification

Vo




Simple Text Classification

| am really struggling with my bisexuality, which is causing
chaos in my relationship with a girl. Being a fan of the LGBTQ
community, | am equal to worthless to her. I’'m now starting to
get drunk because | can’t cope with the obsessive, intrusive
thoughts | need to get out of my head.

Don’t want to live anymore. Sexually assault, ignorant family
members, and my never-ending loneliness brights up my path
to death.

| do have the potential to live a decent life, but not with people
who abandon me. Hopelessness and feelings of betrayal have
turned my nights into days. | am developing insomnia because
of my restlessness.

| just can’t take it anymore. Been abandoned yet again by
someone | cared about. I've been diagnosed with borderline for
a while, and I’'m just going to isolate myself and sleep forever.

Y = Suicide Ideation

Process Knowledge-based Classification

Has the subject wished he was dead or wished

he could go to sleep and not wake up?
YES

Has the subject had any thoughts of killing himself?
YES

Has the subject been thinking about how he might do
this?
NO

Has the subject has these thoughts and some intentions
of acting on them?

NO



Yes

( Question-1 )

Yes

(_Question-2 )

No

v

Simple Text Classification

Indication

Y
( Question-3 )

CQuestion-4>
( Question-5 )

-F all No

Yes

(Question-s

\/

Ideation

<ests >

!

Ideation

| am really struggling with my bisexuality, which is causing
chaos in my relationship with a girl. Being a fan of the LGBTQ
community, | am equal to worthless to her. I’'m now starting to
get drunk because | can’t cope with the obsessive, intrusive
thoughts | need to get out of my head.

Don’t want to live anymore. Sexually assault, ignorant family
members, and my never-ending loneliness brights up my path
to death.

| do have the potential to live a decent life, but not with people
who abandon me. Hopelessness and feelings of betrayal have
turned my nights into days. | am developing insomnia because
of my restlessness.

| just can’t take it anymore. Been abandoned yet again by
someone | cared about. I've been diagnosed with borderline for
a while, and I’'m just going to isolate myself and sleep forever.

Y = Suicide Ideation



SUICIDE IDEATION DEFINITIONS AND PROMPTS

Past
month

Ask questions that are bolded and underlined.

YES | NO

Ask Questions 1 and 2

Yes

( Question-1 )

No

Test1

Yes

C Question-2 )

No

|

C Question-3 >
CQuestion-4>
( Question-5 )

1) Wish to be Dead:
Person endorses thoughts about & wish to be dead or not alive anymore, or wish to fall asleep
and not wake up.

2) Suicidal Thoughts:
General non-specific thoughts of wanting to end one’s life/commit suicide, " lve thought about
killing myself without general thoughts of ways to kill ocneself/associated methods, intent, or
plan.
Have you actually had any thoughts of killing yourself?
If YES to 2, ask questions 2, 4, 5, and 6. If NO to 2, go directly to question 6.

3) Suicidal Thoughts with Method (without Specific Plan or Intent to Act):
Person endorses thoughts of suicide and has thought of a least one method during the
assessment peried. This is different than a specific plan with time, place or method details
worked out. "I thought about taking an overdose but I never made a specific plan as to when
where or how I would actually do it...and I would never go through with it.”
Have you been thinking about how you might kill yourself?

4} Suicidal Intent (without Specific Plan):
Active suicidal thoughts of killing oneself and patient reports having some intent to act on such
thoughts, as opposed to ™I fave the thoughts but I definitaly will not do anything about them.”
Have you had these thoughis and had some intention of acting on them?

5) Suicide Intent with Specific Plan:
Thoughts of killing oneself with details of plan fully or partially worked out and person has
some intent to carry it out.

6) Suicide Behavior Question:

Have you ever done anything, started to do anything. or prepared to do anything to

end your life?

Examples: Collected pills, obtainad a gun, gave away valuables, wrote a will or suicide nots,
took out pills but didn't swallow any, held a gun but changed your mind or it was grabbed from
your hand, went to the roof but didn't jump; or actually took pills, tried to shoot yourself, cut
yourself, tried to hang yourself, stc.

If YES, ask: How long age did vou do any of these?

» Owver a year ago? - Between three months and a year ago? - Within the last three months?

If all No

Yes

(Question-ﬁ

v

Indication

\TestZ/

Ideation

<este >

Yes

l

Ideation




Process Knowledge Structure in C-SSRS

Question-1 Decision Tree: Yuser =

Optimize by Bernoulli loss

Indication | R .
(Lyes(qi))(1 — Lno(qi)) = | * ssz(lRf" b
P

qu'
y T S
|R€h‘ l

)>:|:92

sub

_ Don’t want to live anymore. Sexually assault, ignorant family
Question-3 @ members and my never ending loneliness brights up my path
Question-4 todeath. [...] I've been diagnosed with borderline for a while,

and I'm just going to isolate myself and sleep forever.
(. J
Y

psub

'

Has subject had any thoughts of killing
himself? YES

Question-5




Process Knowledge Structure in C-SSRS

No

Test‘l/

Yes

(_ Question-2 )

Y

Indication

Ideation

|

Ideation

| wish | could give a shit about what would
make it to the front page. | have been there
and got nothing. Same as my life. | do have a
gun.’, 'l thought | was talking about it. | am
not on a ledge or something, but | do

have my gun in my lap., ‘No. | made sure
she got an education and she knows how
to get a job. | also have recently bought
her clothes to make her more attractive.
She has told me she only loves me because

| buy her things. 1

1. Wish to be dead - Yes
2. Non-specific Active Suicidal
Thoughts - Yes

3. Active Suicidal Ideation with
Some Intent to Act - Yes

4. Label: Suicide Behavior o




| wish | could give a shit about what would
make it to the front page.

" 1 thAaiiah+ | waae +alllinA abou‘t |‘t

Agreement with Experts ®
nade sure
knows how
80- 0% tly bought
65% .

S 60 attractive.

‘.g s me because

g 40-

Q

o

2 20-

Mental MedAlpaca Mental Process
Flan T5 LLAMA Knowledge U ICI d 3 |
(T5-base)
11 IUUSI I -

3. Active Suicidal Ideation with
Some Intent to Act -



Agreement (%)
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NeuroSymbolic Al in Social Media

[.-AII the things are being shut down by #Covid19 but my anxiety & depression " J

Mental Health

{"A feeling of hopelessness. Seems | am in a dark age. #coronavirus #COVID19" J

| B

| drive the streets of #LA looking 4 my #Homeless )
kids,drug & alcohol #addicted Often, | find them emaciated | addiction

& delui'!onal." E
T

i blame my parents for manipulating me into thinkin i'm nothing )
without them and i blame myself for believing it >

\#abusivepWy .

Photo: American Psychological Association




NeuroSymbolic Al in Social Media

N N-Gram Topic N-Gram Language
Model (LDA) [TM] || Model (Word2Vec) [LM] |+

| Training Domain-Specific Models

w .
@ = Relevant Data i Trained|LM

Social Media 4 ;

Data Neologisms | Semantic Filtering ‘
¢ \'Location Extractionw B
| —_—
News Articles Constantly Key Phrases/
Updating Lexicon !-lashtags Extractlon)

_1

‘ Metadata Extraction

Knowledge Bases

\Block 1: SEMANTIC GAP MANAGEMENT (Shallow Knowledge Infusion))

Symbolic Al

- Knowledge Representation: LDA, Word2Vec; Maintains a
"Constantly Updating Lexicon" as a formal knowledge
representation structure

- Semantic Processing: dedicated Location Extraction
showing symbolic representation of geographical entities;
Key Phrases/Hashtags as symbolic tokens with defined
meanings.

- Semantic Gap Management: Uses neologisms as a
symbolic bridge between new terms and existing
knowledge

- Training Domain-Specific Models: LDA and Word2Vec.



NeuroSymbolic Al in Social Media

Data Neologisms

v

Constantly
Updating Lexicon

News Articles

N e ~ |
> N-Gram Topic N-Gram Language O 3_, Depression ‘
‘ Model (LDA) [TM] || Model (Word2Vec) [LM] | —>| gemantic Mapping ) f:T ] - Addlc.:tlon O%f
Training Domain-Specific Models . = o @ Anxiety |2
Semantic Proximity —» 5 g
S g Mental Health
Relevant Data Trained|LM || [ Labels
i Y Block 2: METADATA SCORING )
Social Media ) 4 ;

| Semantic Filtering 1

FLocation Extraction |

Symbolic Al Scoring

* Semantic Mapping: A lexicon with metadata as

Key Phrases/
yashtags Extractionj

fields and W2V model vocabulary as terms, created
using cosine similarity.

Metadata Extraction

* Semantic Proximity: A lexicon with mental

Knowledge Bases

health concepts as fields and metadata concepts as

\Block 1: SEMANTIC GAP MANAGEMENT (Shallow Knowledge Infusion) )

terms, created using cosine similarity

* Index Scoring: A cross-correlation matrix from
mental health concepts to model vocabulary
words, with metadata as transient terms.



NeuroSymbolic in Machine Learning and Natural Language Processing

N\ s . )
> N-Gram Topic N-Gram Language O 3__ Depression @
‘ Model (LDA) [TM] || Model (Word2Vec) [LM] | —>| gemantic Mapping ) § ] .l Addic.:tlon 0?5;
Training Domain-Specific Models ; — 8 9 Anxiety |2
Semantic Proximity —>» 5 g Mental Health
@ :_’1‘? Relevant Data Trained|LM > Labels
St M_ o l Y Block 2: METADATA SCORING )
ocial Media 4 , :
Data Neologisms Semantic Filtering l
Location Extraction || | _)( L A CJ
— ¢ % e —— J _3|/SEDO Weight Matrix —»3 =
News Articles Constantly e ol il g 2 | Training >
Updating Lexicon Haslitags Extraction . a5 Classifier | >
- [ o
I ‘ Metadata Extraction Embededings R a 2
Knowledge Bases m
> Block 3: ADAPTIVE CLASSIFIER TRAINING CJ

\Block 1: SEMANTIC GAP MANAGEMENT (Shallow Knowledge Infusion) ) 9 (Semi-deep Knowledge Infusion) y

Neural Al with Symbolic information



NeuroSymbolic in Machine Learning and Natural Language Processing

Tweets Ngrams Word Embedding G \ (1 WHDA Vocabulary
mapped to MHDA or M': d:I ing " Correlation Matrix E » | Matrix y
Lexicon ) " (Q)over Tweetword L !
.vectors / :
- S Anxiety Depression, Cognitive distortions, panic attacks, Word-modulated
S0 hopelessness, physical sensations. N\ Word Embeddings
. DO
’ | | | i Depression | Mood swings, weight gain, rapid cycling, depressive . \
S (D) () (i) 3 episode, Impulsivity, mood swings, antisocial conduct, ~ filNIZe 3
Concepts | | EbalaConcepts J| Concepts | | Concepts | 8 personality disorder &Z
I TR ' . — ) \
PHO.9  GNoMED-CI | ID-10 | MeSHTerms Addiction Bll.Jylnq['oxyco_dorll_e, palln rrr:alnzgemeélt, (t:hronlc plfln, Tweet
; . ) ) alienation, cnpp nlgve_w_ci)_‘t_)_,_f_pfe_r_\“eirlnt‘)n crac Classification
Diagnostic and Statistical Manual of Mental Disorders (DSM-5) ‘ : (P) over MHD A

LeXIcon _____________ / / ' Modulated Tweet
Q Embedding '/

SEDO Semantic Encoding and Decoding Optimization. It is a procedure to modulate word
embedding (vectors) of a word.




NeuroSymbolic in Machine Learning and Natural Language Processing

Category | Model | Precision Recall F1-Score Cat Model Procisi Recall T Fi.S
NB | 84.85 (24%) | 82.68 (25%) | 83.75 (21%) _— e ST
Depression | & 91.98 (-28%) | 91.81 (-26%) | 91.89 (-23%) Beorecs Phi 167 6643 | 6895
NB: Naive BRF 9232 (-27%) | 92.43 (-24%) | 92.37 (-29%) cpression Mistral 7651 7138 | 73.87
B BSRF 94.12 (-29%) | 93.02 (-22%) | 93.57 (-28%) Neurosymbolic 90.45 87.29 88.84
ayes LLama 7724 | 1368 | 7542
RF: Random NB 82.74 (-26%) | 80.46 (-21%) | 81.58 (-25%) N = e s
Forest Addiction XE 90.02 (-22%) | 90.36 (-20%) | 90.19 (-23%) Addiction Mistral 7845 | 7467 | 7651
BRF 91.53 (-28%) | 91.78 (-26%) | 91.65 (-29%) Neurosymbolic 92.18 88.36 90.22
BSRF 91.64 (-27%) | 91.82 (-24%) | 91.73 (-28%) LLama 78.56 74.82 76.66
KL - GG . Phi 7438 70.61 72.43
NB 82.53 (-25%) | 81.87 (-24%) | 82.20 (-22%) Anxiety ST this L s
Anxiety RF 90.76 (-23%) | 92.78 (-28%) | 91.76 (-21%) Neurosymbolic 93.25 90.52 91.85
BRF 9437 (-27%) | 93.87 (-25%) | 94.12 (-29%)
BSRF 93.46 (-24%) | 93.85 (-27%) | 93.65 (-28%)

The tables compare model performance for mental health classification across Precision, Recall,
and Fi1-Score. The left table shows traditional models’ results with and without the

Neurosymbolic approach, while the right table contrasts the NeuroSymbolic model with state-of-
the-art LLMs like LLama, Phi, and Mistral.

The NeuroSymbolic model consistently outperforms both traditional models and state-of-the-art
LLMs, achieving higher performance metrics and adaptability in mental health sentiment
classification.




Challenges

ADDRESS “CRES” FOR
TRUSTWORTHINESS

LLMs ARE UNSAFE
EMPOWER LLMS
THROUGH PROACTNVE
INQUIRY
LLMs LACK USER-LEVEL 2

EXPLAINABILITY
) )

=

INDEPENDENT LLMS LACK

RELIABILITY
»22))))

LACK OF CONSISTENCY
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Memory Access

> FLORENCE
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“Deate was bora i [MAvK].”
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Semantic Consistency: the
ability to make consistent
decisions in semantically

equivalent contexts. Le, T
Semantically equivalent _ : _

questions should yield

semantically equivalent answers 8
aspect of life

e Is violence a vital component of life?

Claim: LLMs are not semantically

consistent, and can give contradictory
answers to paraphrased questions



NeuraSymbolic Empirical Analysis



Mental Health Response Inconsistency

. Is seeking therapy a sign of weakness?

Disaster Management Response Inconsistency

, . Should people evacuate before a hurricane?
Does going to the

Yes, early evacuation is crucial for safety

) ‘ Is evacuation necessary during hurricanes?
What does seekir

No, staying home is often safer than evacuating

‘ What's the best hurricane response?

@

[



B T T T T T e e—

Semantic Graph-driven Consistent QLORLI-:II(‘:JG
M Traming (SaGh) 12024
Moral Consistency Corpus (MCC) \‘. :’ SaGE ‘:
ooy (o = 1 i
Question P, Ay | »| RoT, | ! i :
P, | z ) Al +| RoT, E | |
Is eati | : '
Lediing P, = | R | L | —— 1 ) i
necessary evil ™ B g') . : construction " |
for human life, — : I I
or is it not evil E — i : :
at all? ' | |
— : | [
P N »>| RoT, | ¢ : |
N J ) N |58 | .\ ,



al uncertainty Corpus Construction
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Neurosymbolic Action Transformation

9

p(a, by|s) add RoT

Action Prediction Action Transcription

Neural Components: Symbolic Components:

* p(-): Neural probability distribution * a: Action representation
¢ s: Situation embedding * b,: Action attributes

e r: Rules of thumb

¢ b,: RoT attributes

Forbes, Maxwell, Jena D. Hwang, Vered Shwartz,
Maarten Sap, and Yejin Choi. "SOCIAL CHEMISTRY
101: Learning to Reason about Social and Moral
Norms." In EMNLP. 2020.
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Revised Knowledge Graph Enhanced Rols

p(r|x) = fg(x)

Base LLM

hke(r) = [he; hretllW

KG Representation

2

)
\ P p(rlx, Kg) = fe(X, hKG(I’))
1 Enhanced RoTs
ﬁ
2 . “2
P 3 — A3 Model Components KG Components
et
— — Q) — fg: LLM parametrized by 6 he: Entity embeddings
o) e Xx: Input context/situation ¢ h.e: Relation embeddings
. h .
- U - e r: Rules/actions ¢ hgg: Combined KG representation
® & W: Learnable projection matrix [;]: Vector concatenation
|._
p—
/ Pn An Key Points:
N (-

e KG information is integrated through concatenated embeddings
¢ Single projection matrix W learns to combine entity and relation information
e Final probability directly conditions on both input and KG representation



[ Integrated Mental Health Instruction ]
Dataset (105K Samples)

Base Models vs SAGE Variants Performance on IMHI Dataset

B T5-Large B SAGE(T5-Large) B MentaLLAMA 7B B SAGE(MentaLLAMA) m GPT-2 mE SAGE(GPT-2)
60-

45

Performance Score

30+

15+

0_
Accuracy F1-Score Precision Recall

Yang, Kailai, Tianlin Zhang, Ziyan Kuang, Qiangian Xie, Jimin Huang, and Sophia Ananiadou. "MentalLLaMA: interpretable mental health analysis on social media with large language models." In
Proceedings of the ACM Web Conference 2024, pp. 4489-4500. 2024.
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Reliability }—

—[ Bias Awareness

Mechanistic

Interpretability

arx1v:Z410.05/20v1l |cs.CL] 3U dep 2Us4

Uni

Abstract.
remains a
factual ac
Current o
employed t
LLMs, att
search resu
suffer fron
relevance |
unfiltered
dynamicall
they often
unreliable
present th
Neurosymt
neural net
offers tran
cesses, add|
by incorpo
neural-bas
works can
reliable, in

Large L
tools in &
knowledge
challenge
tent—whic
building u
healthcare,
[1], gener:
back to cre
cess [3]. 1
volving in
answering,
[4]. For i1
write a res(
plagiarism
a copyrig|
academic
institution.
include cit
to unreliak
sources cli

In critic
quences o
reliance on

highlighted by

when these mode

HIGHLIGHT @ OpenAccess @ @

Building trustworthy NeuroSymbolic Al Systems:
Consistency, reliability, explainability, and safety

Manas Gaur B Amit Sheth
First published: 14 February 2024 | https://doi.org/10.1002/aaai.12149
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Abstract

Explainability and Safety engender trust. These require a model to exhibit
consistency and reliability. To achieve these, it is necessary to use and analyze
data and knowledge with statistical and symbolic Al methods relevant to the Al
application—neither alone will do. Consequently, we argue and seek to
demonstrate that the NeuroSymbolic Al approach is better suited for making Al
a trusted Al system. We present the CREST framework that shows how
Consistency, Reliability, user-level Explainability, and Safety are built on
NeuroSymbolic methods that use data and knowledge to support
requirements for critical applications such as health and well-being. This article
focuses on Large Language Models (LLMs) as the chosen Al system within the
CREST framework. LLMs have garnered substantial attention from researchers
due to their versatility in handling a broad array of natural language processing
(NLP) scenarios. As examples, ChatGPT and Google's MedPaLM have emerged
as highly promising platforms for providing information in general and health-
related queries, respectively. Nevertheless, these models remain black boxes
despite incorporating human feedback and instruction-guided tuning. For
instance, ChatGPT can generate unsafe responses despite instituting safety
-uardrails. CREST presents a plausible approach harnessing procedural and
“h-based knowledge within a NeuroSymbolic framework to shed light on
llenges associated with LLMs.




NeuroSymbolic Al for Reliability

. ounding « Explainability
Ensemble of Large Knowledge Gap
~ Reliability — me Resolution

—[Bias Awareness} Source

Attribution
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Interpretability

https://www.transformer-circuits.pub/2022/mech-interp-essay - By Chris Olah
Gorti, Atmika, Aman Chadha, and Manas Gaur. "Unboxing Occupational Bias: Debiasing LLMs with US Labor Data." In Proceedings of the AAAI
Symposium Series, 2024.

[ Instructibility
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Grounding

A successful Al teammate requires several cognitive
capacities including :
, and
processes. Grounding
enables agents with different capabilities to communicate.




Knowledge
Gaps
Lan ; Spatial Philosophical
‘ Gg Attribute gaps Reasoning Gags
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Semantic/ Negation . : Direction Location Replicationy /Procedural e Update Gap onory
Syntactic Senth;Bent MaGt:;lal Size Gap || State Gap Gap Gap Gap Gap Gap

Gaps

Open Entity ) )
; Homonym Part-Of- Context A Boundary Metonymy Rationality Ignorance

* Bajaj, Goonmeet, Bortik Bandyopadhyay, Daniel

K n OWle d ge Schmidt, Pranav Maneriker, Christopher Myers, and
Srinivasan Parthasarathy. "Understanding knowledge

G a p gaps in visual question answering: Implications for gap
identification and testing." In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern

R e S O l. u t | O n Recognition Workshops, pp. 386-387. 2020.



Language Gap : Pay
attention to Important

Domain Concepts

al of Biomedical
ealth Informatics

Idn't afford it on

in another city.

t my university
for students for
ve it a go? [....] |
o for very serious
for that) and |

r only "university
er hand, | have

ee. Did you ever

myself leave the bed, | start crying out of the
blue and everything is just so heavy [....]
depression but I've never been to therapy
because | couldn't afford iton [....] Now I live on
my own in another city. Yesterday | discovered
that my university provides psychological help
for students for free. Do you think | should give it
a go? [....] | know they don't provide help for
very serious issues (you'll need a psychiatrist for
that) and | hope they don't take care for only

“university related problems". [....]
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of Biomedical

Language Gap : Pay Ith Informatics
attention to Important
Domain Concepts -

What Is the Knowledge Gap?

*The model’s inability to handle tasks requiring factual updates or logical
reasoning beyond its training data.

In mental health or legal scenarios, LLMs often overlook subtle context
cues.



Lately I've been [....]depression but I've never
been to therapy because | couldn't afford it on
[....] Now | live on my own in another city.
Yesterday | discovered that my university
provides psychological help for students for
free. Do you think | should give it a go? [....] |
know they don't provide help for very serious
issues (you'll need a psychiatrist for that) and |
hope they don't take care for only "university
related problems".On the other hand, | have
nothing to lose because it's free. Did you ever
try anything like that?

Q1Q2Q3Q4Q50Q6Q7Q3QS
Longformer : f(y|x, #) = 0.57

Lately I've been feeling really low. | can't make
myself leave the bed, | start crying out of the
blue and everything is just so heavy [....]
depression but I've never been to therapy
because | couldn't afford it on [....] Now | live on
my own in another city. Yesterday | discovered
that my university provides psychological help
for students for free. Do you think | should give it
a go? [....] | know they don't provide help for
very serious issues (you'll need a psychiatrist for
that) and | hope they don't take care for only
"university related problems". [....]

Q1Q2Q3Q4Q5060Q7Q8Q%
PSAT : f(V|x, Opnq-9) = 0.72

J-BHI

Journal of Biomedica
and Health Informatics

$IEEE




ClinicalTs

Shlers E:E;tggthaesrﬁh;ﬁ:ﬁ Pnciféﬁﬁfg" have you Why do I experience sudden episodes of depression? 1 know
problems? the title might not make sense, but let me explain. I took a break
o l — from work to pursue a business idea I had, but unfortunately, it
! 'ttle interest or pleasure in doing things - @ didn't succeed. Now, at the age of 19, I'm about to re-enter the
2 Feeling down, depressed, or hopeless ‘“"..‘_‘1 workforce, During this limﬂ, | ﬂ'ﬂen fﬂﬂl lﬂ'ﬂt s ]rm}" rﬂml]}"
. . R zzee and friends don't understand the dedication I've put into this
3 L‘rﬂﬂﬁ ‘e falling asleep or sleeping too _1 ; iz idea over the past 6 months at the cost of my health, developing
spent alone i my
i Feeling tired ed of failure and
J Poor appetits hm]r.mg on my
6 Feeling bad a PSAT
are a failure ¢ 339005 ]
down 1on"
7 Trouble conc
reading the n\
television
: " PHQ-9-D0 Concept """-'-[ PHO-9-DO Concept | Feeling hopeless (SNOMED CT10: 307077003) ]
! : Emie [l
8 Moving or speaking so slowly that other g Emotionatly \ feel lost family and
people could have noticed Or the r.1+ " IVRL SO ARD ; don't d .
opposite-being so fidgety or restless that oL DRSS TICR{S understan
%rr?;nhﬁgﬁatlleen moving around a lot more /! ‘ health, developing
[ 2 1 ¥
pOOT eating hadils oo e Concept : Feeling tired (SNOMED CT ID: 22496004) |
9 Thoughts that you would be better off L \ fired of failure
PHO-9-00 Concept :

dead, or of hurting yourself in some way

Trouble falling/staying

constantly overthinking

and ditficulty having slee

Asleep (SNOMED CTID
59050008/ 67233009)

PHO-3-D01Copcept § Ristress (SNOMED CT 1D: 69328002)




NeuroSymbolic Al for Instructibility

Why Instructibility Needs More Than Instruction Tuning?

What breed dog
is the smallest?

@ ]q = Q Aligned
LLM

ﬂ]ank you for asking ! The smallest dog bre
ed in the world is the Ch ih u ah ua . On
average , they we igh between 2 - 8 pounds,

inches (15 -2 3 cent im eters ) tall at the
shoulder . However , it ' s important to note

bre ed , there can be some variation in size

(1-4Kil og rams ) and stand between 6 - 9

that while Ch ih u ahu as are the smallest dég\

(Context: q+o+ ..+ Ot—l]

decode

N

A}
A

oo

Aligned l
d lLLM Base
LLM

———"" \
Of
next token m
S I=m
What if we decode |[IESSLR

the base LLM here? see

I I Rem, c.cm ha ppy p01n
glad
cannot O

Howeve n i)
Here

al
€
‘5 as
assistant

including AS

et,mp oooooo

While|

Mistral-7b =& Mistral-7b-instruct

Unshifted (82.2%) Marginal (12.5%) Shifted (5.2%)

» Unshifted: o, ==Top 1 token )
[» Marginal: o, == 2" or 3

within the bre ed , and some individuals may
@ smaller or larger than the average . </s>% . {» Shifted: o; rank > 3

OrPl ase ep</s>lc,re;ythere

— ~— X @Shifted positions

'</s>"', 'Sure', 'prejud', 'posit', "
'truth', 'fair', 'harmful’, 'negative',
'care', 'assist', 'appropriate', 'As’,
'To', 'promote', 'secure', 'prior’',
'‘always', 'content', 'When', 'One’',
'ethical', 'Instead', 'never',
‘approach', 'There', 'Additionally',
‘avoid', 'It', 'highly', 'respect',
‘cannot', 'While', 'harm', 'However',
'while', 'AI', 'positive’,

Lin, Bill Yuchen, Abhilasha Ravichander, Ximing Lu, Nouha Dziri, Melanie Sclar, Khyathi Chandu, Chandra Bhagavatula, and Yejin Choi. "The unlocking spell on base llms:
Rethinking alighmentvia in-context learning." arXiv preprint arXiv:2312.01552




NeuroSymbolic Al for Instructibility

Why Instructibility Needs More Than Instruction Tuning?

/Token-Level Impact is Minimal \
* Instruction tuning modifies behavior on only a small fraction of

tokens
» Base and instruction-tuned models generate identical top token
choices in most positions

 Surface-Level Modifications
 Instruction tuning represent a tiny fraction of model's overall output

 Focus is on discourse markers and transitional words

- Base Model Capability
 Given appropriate prompting, base models can match instruction-

tuned performance
 Indicates instruction tuning surfaces existing capabilities rather than
k teaching new ones /

Lin, Bill Yuchen, Abhilasha Ravichander, Ximing Lu, Nouha Dziri, Melanie Sclar, Khyathi Chandu, Chandra Bhagavatula, and Yejin Choi. "The unlocking spell on base llms:
Rethinking alighmentvia in-context learning." arXiv preprint arXiv:2312.01552




Most Importantly ...

Q© Why This Is Not Enough

Instruction tuning doesn'’t fill the knowledge gap; it simply redirects
existing behavior.

*Complex domains need deeper reasoning capabilities that go beyond
token-level adjustments.

How Instructibility Relates to Knowledge Gaps

* A genuinely instructible LLM must dynamically recognize gaps in its
knowledge.

* Requires active reasoning mechanisms to retrieve and apply external
knowledge.

* The model must collaborate with external systems (symbolic reasoners,
knowledge bases) to fill these gaps effectively.



User Query : I've been feeling overwhelmed lately. What should | do?

As you perform this task, follow these steps:

Persona Extraction and Initial Result ........>|',"itizl Re:zzn";e:that You misht consider trvin Personas:
. m rr ear . umi 1Ider trylNg  .ceeensnssnns n i noun H H
Generation _ y _ 18 ying ["Needs emotional support", "Experiencing
mindfulness exercises or taking short breaks to stress"]

help manage stress.

?:::ﬁ;i:t?:: --------------- » Uncertainty = 0.4, WCMI = 0.6 KG_t = 0.85 Knowledge gap
Weighted Contextual Mutual Information
Feedback:

The response offers general advice but doesn’t assess the severity of the

emotional distress.
Action : Generate follow-up support or escalate the recommendation if signs

of severe distress are detected.

Feedback Generation  ------- > Thought Process )

Selected Persona:
Contextual Persona Selection -----==-ssxeeeee » ["Needs emotional support", "Experiencing stress",”Seeking
l emotional validation]

Persona Driven
Response Generation

Refined Response :

It sounds like you’re going through a tough time. If these feelings
persist, it might be helpful to speak with a mental health
professional. Would you like some resources or contact

information?

-------- > Thought Process --------)

Reasoning Stages LLM Responses



Automated Metrics

Standard
Method
BLEU ROUGE-L BERT-F1

Llama 3.1 (0S) 0.001 0.112 0.866
Llama 3.1 (CoT) 0.105 0.139 0.845
Llama 3.1 (SR) 0.001 0.110 0.859
Llama 3.1 (RoT) 0.001 0.103 0.850
Llama 3.1 (Knowledge gap) 0.002 0.128 0.868

Gou, Tian, Boyao Zhang, Zhenglie Sun, Jing Wang, Fang Liu, Yangang Wang, and Jue Wang. "Rationality of thought improves reasoning in large language models." In International Conference on
Knowledge Science, Engineering and Management, pp. 343-358. Singapore: Springer Nature Singapore, 2024.



Human & Al Preference Metrics (ESConv)

Method

Llama 3.1 (0S)

Llama 3.1 (CoT)

Llama 3.1 (SR)

Llama 3.1 (RoT)

Llama 3.1 (Knowledge gap)

GPT-pref

3.38%

8.47%

13.56%

5.08%

69.49%

Nubia

0.110

0.139

0.150

0.128

0.160

Human-pref

17.26%

15.77%

17.86%

7.44%

41.66%



LLM Generator e | | M Evaluator

Conversation Context:

e Chat History:

User: "I've been feeling really overwhelmed with work lately. It's like no matter how
hard | try, | can’t keep up, and I'm constantly stressed."

Al: "I'm sorry to hear you're feeling this way. Work stress can be really tough to
manage. Have you had a chance to take a break or talk to someone about it?"
User: "Not really. | just don't feel like | have the time, and I'm not sure it would even
help.”

User Input:
"What do you think | should do?"

Response Options:

1

. Option 1:

"It sounds like you're carrying a lot right now, and that can be so draining.
Sometimes, even small breaks can make a difference—maybe just a walk outside or
taking five minutes to breathe. Have you tried anything like that before?"

. Option 2:

"You should try taking a break. Pushing yourself too hard won't help in the long run.
Everyone gets overwhelmed sometimes; it's normal. You'll get through it."

. Option 3:

"I can understand how overwhelming it must feel to juggle so much. Maybe focusing
on one small thing you can control right now could help ease the load. Is there a task
you could delegate or delay?"

. Option 4:

“I'm sorry you're feeling this way. Work stress can be really hard to manage. It's
important to remember that it's okay to ask for help or take time for yourself."

. Option 5:

"Stress is part of life, but it's important not to let it control you. Maybe you just need
to push through this tough time. You're stronger than you think."

Selecting the Best Response:
When choosing the best response, consider these questions:

1. Relevance to User Input:
o Does the response address the user’s feelings of being overwhelmed and their
question about what they should do?
o Example: Options 1 and 3 provide actionable suggestions while also
acknowledging the user’s emotional state.
2. Conversational Engagement:
o Does the response encourage the user to reflect further or engage in a
meaningful discussion?
o Example: Option 1 asks a follow-up question about whether the user has tried
taking small breaks, fostering engagement.
3. Contextual Appropriateness:
o Does the response fit the emotional tone of the conversation?
o Example: Options 1, 3, and 4 are empathetic and supportive, matching the
user's need for emotional support.
4. Natural Dialogue Flow:
o Does the response feel like part of a compassionate and thoughtful
conversation?
o Example: Option 1 flows naturally by validating the user’s feelings and offering
simple, achievable advice.
5. Persona Alignment:
o Does the response align with the persona of an emotionally supportive
conversational partner?
o Example: Option 1 aligns well by being empathetic, practical, and warm.
6. Potential to Continue Interaction:
o Does the response invite the user to explore their feelings or thoughts further?
o Example: Options 1 and 3 open the door for more discussion about small
steps the user might take.



Automated Metrics Human & Al Preference Metrics (ESConv)

With LLM Evaluator With LLM Evaluator
Method
BLEU ROUGE-L BERT-F1 GPT-pref Nubia Human-pref
Llama 3.1 (0S) 0.008 0.118 0.872 5.45% 0.125 19.82%
Llama 3.1 (CoT) 0.112 0.145 0.858 12.65% 0.148 18.92%
Llama 3.1 (SR) 0.015 0.125 0.868 18.92% 0.165 22.45%
Llama 3.1 (RoT) 0.012 0.128 0.875 82.35% 0.185 48.82%

Llama 3.1 (Knowledge gap) 0.018 0.142 0.885 85.72% 0.192 52.34%



Summary

f )
Definition Integration: The WellDunn framework formalizes the incorporation of clinical definitions into mental

khealth assessment systems, enabling a more accurate understanding of psychological conditions )

Rule of Thumb Extraction and Contextualization: SAGE extracts clinical heuristics from mental health knowledge
bases as rules of thumb, turning LLM agents into more empathetic and grounded agents.

&

semantics when integrating expert knowledge into mental health assessment systems.

Process Knowledge-infused Learning demonstrates how therapeutic processes and intervention sequences can be

J
Semantic Encoding and Decoding Optimization: The SEDO framework preserves nuanced psychological}
incorporated into Al systems to provide ethically sound mental health support. J

4 )

Knowledge Gaps Assessment enables LLMs to dynamically measure intrinsic contextual uncertainty during
conversations, strategically resolving persona knowledge gaps through targeted questions rather than producing
hallucinated responses when information is incomplete.

= J
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Vector Symbolic Architectures

* Based on “Good Old Fashioned Al” from the 1990s, itis
a noisy way to represent symbolic logic.

 Every“concept” is represented by a vectorin D
dimensional space.

* Vectors are random, you follow specific rules to
’ e L
create them 4&'5 '. . Legs

* Because everything is a vector, operations are
theoretically differentiable!

& Mouth

* You can manipulate VSA vectors using pre-defined
operations.

* Adding/bundling: x + y you can think of this as an

)

“or” operation. @ Nose
* Binding: x @ y you can think of this as an “and” "

operation % ¥ Head
* Permutation: ¢(x) you can think of this as %“

repetition. i “@ Eyes

« Similarity: sim(x, y) calculates the dissimilarity
between two VSA vectors

This document is confidential and intended solely for the client to whom it is addressed. 67



VSA operations

* Suppose you have vectors for “red”, “cat”, “blue” and

“dog”
* Property 1: VSAs are quasi-orthogonal and no expected Bindin

similarity, sim(x,y) = 0
. Prope.rty.2: .Bind!ng and permuting resu_lts in vectors

that dissimilar sim(x Q y, x) ~ 0 and sim(¢(x),x) = 0 (quasi—orthogonalj (non—quasi—orthogonalj
» Property 3: You can invert vectors to unbind, and / |

retrieve similar vectors. [self—inverse) [non self-inversej BSDC-CDT

* @)yt~ x
- HTax®y=~1
- @HTx®y~0
* Using these properties, we can form complex

appr.
invertible

exact
invertible

appr.
invertible

exact
invertible

structures. MAP-C MAP-B VTB FHRR
 Red @ cat + blue @ dog =S, what was red? (Red™)” MAP-I HRR BSDC-S

S = cat BSC BSDC-SEG
« Lists:L= @) ® x+ ¢*(p) ® y + -+, what was MBAT

2"din the list?@?(p)T @ L = y

This document is confidential and intended solely for the client to whom it is addressed. 68



Holographic Reduced Representations: a primer

e Bindinga ® b and unbindingwith b™ @ (a ® b) ~a  Consider a d = 3 dimensional space, where we

can be done quickly using FFTs. Also called circular wish to compute ct ® (c ® x), we will get the
convolution

() But, the results tend to be numerically unstable. So result that: - ooz + +62) Q 0s - Zaoee L Z 0 N\
much so that a pseudo inverse is used almost 0 I ﬂ:;cgcz +xic?c; —I—x;cgc;
exclusively in othgrwork. ‘ . ; R C%JFC%JFC%) b £0CCy + TaCoCs + ToCoCa

o The error from an incorrect inverse is smaller than c'®(cex)=  2001Cy ++ ZC1Ca ++ T2CoCy
numerical errors! . 22 (¢ + €1 + &3) [t zococt + zicica + zpcico
® You can force inverse and pseud- inverse to be equal | \EZ1¢0¢2 + Tococa + T1cocy) |
with a projection such that m(a) = w(a)* but this is ) 5 5
slower. (_\,reateéT — (CO -+ Cq + ...+ Cd) —1
Binding:a ® b = F~'(F(a) © F(b)
. ) ( ) ) xo(1+¢) + 15
Inverse: a’ = F o F@; cT®(c®x) =|x1(1+8+n|=0QA+8EX+7
Pseudo Inverse: a* = [a,,a4,ag_q, ..., A3 ] x(L+$) +7;
Initialization: a ~ N (0,1, - d~1)
.. _ F(a);
Projection: m(a) = F~! Z'"’IT(a)]-I’ ) We have E[¢] = 0 andE[1;] = 0,
]

sOE[(1+&X+17]=x

Booz Allen Hamilton




Extreme Multi-label classification (XML)

* We want to develop ways of using VSAs to tackle
large output spaces and complexity that we see

in malware.
. i(OMrlT_]iﬂggglseé?séS?vuetg huge output space, 100,000 Ir “Dan Brown” ) K. “Reference “Harry
P . o , Rowling” Books™ .-+ Potter”
* The softmax layer aloneis 1-10 GB in size! \ t

* Most XML papers are trying to come up with
ways to break up/factorize this large output

space into something more manageable. Multi-label

Relevant Keywords

» Can we use HRRs to create a compact Instance T XMC
Harry Potter and

representation of the output space? Model F
the Sorcerer's Stone §&

* LetL bethe number of classes/outputs - % g .
Product Keyword Recommendation as an XMC task

|
|
l
|
| Input Product
|
|
|
|
|
\

>100k
( ] ) Eli Chien, Jiong Zhang, Cho-Jui Hsieh, Jyun-Yu Jiang, Wei-Cheng Chang, Olgica
* We will have an HRR vector cl,Z,---,L for each Milenkovic, and Hsiang-Fu Yu. 2023. PINA: leveraging side information in
class extreme multi-label classification via predicted instance neighborhood

. . . aggregation. In Proceedings of the 40th International Conference on Machine
* We will define two special HRR vectors m for Learning (ICML'23), Vol. 202. JMLR.org, Article 224, 5616-5630.

“missing” and p for “present”

This document is confidential and intended solely for the client to whom it is addressed. 70



A symbolic version of XML

* Representallclassesasu=yL, ¢
whichis O(L d) once

Table 1: Accuracy of our baseline models and their HRR counterparts with the same network
architecture otherwise. Cases where the HRR outperforms its baseline counterpart are in bold.

* Naively we can convert alabel to a
vector as

Labels present

s = Z p®c, + Z mQ c,

cp€YP cmEY™

* HRRs are distributive! Reduce costto Model

Model
P@1
PSP@1

Labels absent

o(ly?| d) as P@1
_oGyTa) rer
90 3 qemo(a- Y o) yo

cpEYP cpEYP PSP@1

* Loss function will be in two parts, one
for positives, one for negatives, ¢= j,+J,, Model

Jp = Z (1 —cos(p* ®§, Cp)) ng@;l
cpey?’

Bibtex Delicious Mediamil Amazon-12K
FC HRR-FC FC HRR-FC FC HRR-FC CNN HRR-CNN
46.4 60.3 65.0 66.5 84.8 83.9 89.1 84.5
32.5 45.6 64.2 30.0 64.2 63.7 49,2 442
EURLex-4K Amazon-13K
FC HRR-FC CNN HRR-CNN LSTM HRR-LSTM FC HRR-FC
73.4 77.2¢ 471 50.0 63.0 70.4 93.0 93,32
32.0 30.7 18.0 17.5 26.4 26.8 52.6 49.6
Wikil0-31K Amazon-13K
FC HRR-FC CNN HRR-CNN LSTM HRR-LSTM LSTM HRR-LSTM
80.4¢  81.1Y 60.0 74.3 83.5 85.0 90.0 934
9.46 9.19 10.4 9.88 10.6 10.5 48.7 48.8
Delicious-200K Amazon-670K
FC HRR-FC FC HRR-FC CNN HRR-CNN
21.8 44.9 34.6% 19.9 14.1 6.11
10.5 6.84 5.22 8.45 9.39 1.51

* A
J, =cos| m s, E c,

p
% €Y

This document is confidential and intended solely for the client to whom it is addressed. 71



Smaller models

* Accuracy is shockingly sometimes
iImproved, despite massively
reducing the network output space.

* HRRis at a disadvantage, similar
classes have disimilar vectors c;

* HRR results in significant smaller
models as problem size increases.

* As little as 1% of the weights compared
to the original softmax layers

* Softmax layer was up to 42% of the
original network’s total weights!

* HRR had a second disadvantage,
less parameters in the network!

Table 2: For each dataset the percentage reduction
in parameters of the output layer, and the resulting
change for the entire network, by replacing the
output layer from a fully-connected softmax with
our HRR approach.

. 1 | % Compression
Dataset Dim d Output | Network

Delicious 400 59.30 29.22
EURLex-4K 400 89.98 37.80
Wiki10-31K 3000 90.25 29.49

Amazon-13K 3000 77.49 4.774
Delicious-200K 3000 98.53 41.88
Amazon-670K 3000 99.55 42.09
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Deploying Convolutional Networks on Untrusted
Platforms Using 2D Holographic Reduced
Representations

e Sayyou want to deploy your model on “AWS” to
reduce local compute costs.

* Butyou don’t fully trust “AWS” to not peak at
your data/model, and trying to infer what you
are doing.

Original Image Bound Image Retrieved Image

* Homorphic Encryption is cool, but not actually
useful. Far too slow!

* We can exploit the fact that binding inputs are

dissimilar between pairs. 4
(a) (b) (c)

* HRR s defined as the result of an FFT, so we can
generalize to images via a 2D-FFT

This document is confidential and intended solely for the client to whom it is addressed. 73



Connectionist Symbolic Pseudo Secrets

(CSPS)

* We are going to mimic a one-time-pad style encryption scheme.

* We will generate a VSA vector s to be our secret known on the local device.
* The “backbone” of the network will be a U-Net run on the untrusted “AWS”

* Two losses during training.
» L[;getsaccesstoz® sT to make the prediction
* L, getshas no access to s to make the prediction
* Inventive that you need s to make an accurate prediction.

Unet

\ Main Network J

\ x

( Reverse ‘ ‘I'I'I-- [,\
Gradient 2

Adversarial Network

Unbinding using
> [t -

A Prediction Network
\ | /

This document is confidential and intended solely for the client to whom it is addressed.
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CSPS classification accuracy

* Training is done all locally on

one device, it is prediction wea 100
re concerned with. .
* Accuracy is reasonable, but S
some degradation as images S 60
get larger. 3
< 40
Dataset Our CSPS HE Est. o
MNIST 4.56 Seconds 2 Hours 46 Minutes a 20
SVHN 12.44 Seconds 55 Hours 32 Minutes
CIFAR-10 7.58 Seconds 21 Hours 20 Minutes 0
CIFAR-100 9.07 Seconds 43 Hours 53 Minutes 0

Mini-ImageNet  28.37 Seconds

Timeout

—a—a—1—8

- MNIST
SVHN
CIFAR-10

—e— CIFAR-100
Mini-lImageNet

1 2 3 4 5

- Accuracy: 99.27 %
Accuracy: 92.67 %
Accuracy: 84.44 %

—o— Accuracy: 59.75 %
Accuracy: 50.50 %

6 7 8 9 10

Number of repeated secrets

This documen

t is confidential and intended solely for the client to whom it is

addressed.
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Do you get any data saving?

* CSPS can offload at least 65% of computation to

a remote machine effectively

« Some work needs to be done locally for

unbind/binding, and we need a small
classification head to run locally (too hard for Dataset

a “linear probe”)

Remote % Local %
MNIST 74.24 25.76
SVHN 65.06 34.94
CIFAR-10 66.08 33.92
CIFAR-100 66.78 33.22
Mini-ImageNet 74.42 25.58

This document is confidential and intended solely for the client to whom it is addressed.
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Are we giving away any secrets?

» Utility is predicated on obscurity!
* Canthe adversary ease drop on the input and tell what is happening? The output?

* Use clustering algorithms, with the true value of the number of classes, to see if they can find
the signal. Adjusted Rand index should be =0 for purely random clustering. Far below 100%!

MNIST SVHN CIFAR-10 CIFAR-100 MinilmgNet

< = K-Means 198  0.06 0.21 0.03 0.08
S 3 Spectral 001  0.01 0.00 0.00 0.02
% 3 GMM 1298 0.06 0.17 0.04 0.09
2 Birch 151 0.03 0.13 0.05 0.07

HDBSCAN  0.00  0.00 0.00 0.00 0.00
~ . K-Means 2002 -0.01 0.18 0.54 0.42
3 GMM 001  0.00 0.09 0.61 0.44
£ S Bich 020  0.00 0.14 0.45 0.35
> HDBSCAN  0.00  -0.24 1.93 0.01 0.02

This document is confidential and intended solely for the client to whom it is addressed.



What if the adversary was even smarter

* Using CSPS data with true labels to train a model directly requires an impossibly strong adversary.

* Barely beats random-guessing performance, even with an impossible advantage, is a good sign for heuristic

security.
 MNIST, SVHN, and CIFAR-10 accuracies are at best 2.1x better than random-guessing

* For CIFAR-100, and Mini-ImageNetitis 2.6 and 4.7x of random guessing

Dataset Top-1 Accuracy (%) Top-5 Accuracy (%) Random Guess
MNIST 19.72 - 10%
SVHN 21.13 - 10%
CIFAR-10 12.91 — 10%
CIFAR-100 2.66 10.33 1%
Mini-ImageNet 4.68 15.01 1%
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WHAT ABOUT USING ADVERSARIAL ML?

Adversary has access to some of the original images, can it learn
th




WHAT ABOUT TRAINING AN AUTO-ENCODER?

Adversary has access to some of the original images, can it learn
by training an Autoencoder?




Self Attention

e Constructa larger sentence S = Y71 x; Q ;.

fa@beS, thena’ (SR bT)~1.1fa®@b & S,thena’ (S® bT) ~ 0

e \We can test this for varying number of terms bound together. We can see our projection is far more
stable, allowing accurate use for far larger number of over 1000 pairs of vectors symbolically
contained in a 256-dimensional space!

e This also solves the backpropagation issues, allowing us to learn via gradient descent when using

HRRs.
_ N
| 3)( Hmffﬂﬂ S R [T]
softmaz Eqil “““““““ ) = Scaled Dot-Product
| R P Attention
ks el -
Scaled Dot-Product E | % : f % E I%
Attention “ gQi EK% 1'%
7 T 1 w W .
s [ Linear | [ Linear | l Linear I Linear Linear Linear
[ I ,ﬂ'.ntr'lc!rwI C ]
0
Attention(Q, K, V) = softmax( )V =’ |88
C i
i |
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Self Attention with HRRs

We can think of Self-Attention as a fuzzy dictionary. We are finding the match between query
and key and returning the corresponding value — made fuzzy by averaging based on

similarity.

Construct a “dictionary”f = Y- k; @ v; .

Ifa@beS,thena (B Qbt) =~ 1.
Ifa®b¢p,thena'(f ® b') = 0

So we can perform querying against
this “dictionary”, using HRRs as an
inductive biased toward key/value
lookups!

Booz Allen Hamilton

We have a list of queries V. Each key (kitty', 'cat’, and 'dog')

Q that we want to ask

[
9.0,
the storage array about. respectively). i None,
3 Non
1

‘cat',
‘feline',
‘potato’

¢ If the database is a normal Python dict

i object, we only get values when the query q
© is exactly equal to a key k. Any mismatch '
i returns None.

A database of keys K and values

has one value (10.0, 9.0, and -7.5,

MHA result is then a

MHA looks at similarity LElEliEd 2 Eline

i key’s values.
i | between each query q y
iy and key k. [
9.1,
t'+0.0e'dog'=9.1 9.3,
t'+0.0e'dog'=9.3 ————— 3 1.4
t'+0.4e'dog'=-1.4 1

i Multi-headed attention (MHA) selects all keys based on how similar they are to

‘the query. Even if there is a perfect math, other similar keys still contribute to

i the answer (query= 'cat'). This is useful when the query and keys are similar in
‘meaning and should be a good fit (query= 'feline'). MHA must always calculate a
‘response, so even if the query is completely unrelated to the keys (query='potato'),
i MHA will calculate a result. i

N



Self Attention with HRRs: Implementation

1. Combine all key-value pairs
T
B= Z ki ® v;
{i=1}

2. query for multiple items at once
T

V= 1| ®B

j=1

3. Compute weights of values with
a; = cossim(vg, D)

4. Normalize withw = softmax(a)

5. Compute final Attention(Q,K,V) =
(W11, Wavs, ..., wrvT]

We call the transformer using our HRR self
attention a “Hrrformer”

Booz Allen Hamilton

class MultiHeadedAttention (nn.Module) :
features: i
heads: int

nt
=8

def setup(self):

@nn.
def

self.binding

= Binding ()

self.unbinding = Unbinding/()
self.similarity = CosineSimilarity ()

compact

__call_

dense_g
dense_k
dense_v
dense_o

q
k

v

spl
spl
spl

a
k

v

bind
bind

nn
nn
nn
nn

it (g,
it (k,
it (v,

self, query, key, value, mask=None):
.Dense (features=self.features)
.Dense (
.Dense (features=self.features)
.Dense (

features=self.features)

features=self.features)

dense_qg(query) # (B, T, H)
dense_k (key) # (B, T, H)
dense_v (value) # (B, T, H)

self.heads) # (B, h, T, H
self.heads) # (B, h, T, H
self.heads) # (B, h, T, H

self.binding(k, wv)
np.sum(bind, axis=-2, keepdims=True)

vp = self.unbinding(bind, q)

score =

self

.similarity (v, vp, axis=-1,

if mask is not None:

score = gscore + (1. - mask) » (—-1e9) #
weight = nn.softmax (score, axis=-2) #
weighted_value = weight * v #
output = merge (weighted_value) # (B, T, H)
output = dense_o (output) # (B, T, H)
return output # (B, T, H)

keepdims=True)



Self Attention with HRRs: Noise?

Our self attention works without Gaussian IID coefficients, how? Consider the H
dimensional vectors a, b, ¢, d, and z. If each element of all these vectors is sampled from

N (0, 1/H), then we would expect that (aQ b+cQ® d)’a’” = 1.Similarly, the value z is not
present, so we expect that (a @ b + c ® d)’z" = 0. Now let's pretend we have 2D data:

We can query for a + z get and get

(@0 + 20) (@obo + a1b1 + codo + c1d1) — (a1 + 21) (@ob1 + a1bo + cody + c1do)
(ao — a1 + 20 — 21) (@0 + a1 + 20 + 21)

Or we can do ¢ + z and get:

(co + 20) (@obo + a1b1 + codo + c1d1) — (c1 + 21) (aob1 + a1bg + codi + c1dp)
(CO — C1 + 20 —Zl)(C(}-|-(31 +zg+z1)
In either case, the noise terms share many coefficents, and will result in similar magnitude
noise. We can interpret this as an additional noise constant € that we must add to each
noise term. Then when we apply the softmax operation, we obtain the benefit that the

softmax function is invariant to constant shifts in the input, i.e., Ve € R, softmax(x + €) =
softmax(x). Thus, our softmax effectively acts as a clean-up operation over the original

values!

[oe]
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Long Range Arena Results

® \We use each datasets. Feature Vectors for all datasets were available,

so all have FC results.

® Most methods are worse than a naive Transformer, but Hrrformer is

always better!

Table 1: Accuracy results of Hrrformer on Long Range Arena (LRA) benchmark. Our Multi-layer results use the same layer
count (3-6) per task as prior methods. Even using just one layer Hrrformer is highly competitive, and the only method besides
Luna to be a Pareto improvement over the original Transformer. Our method is further advantaged in that it requires 10x fewer

epochs to reach competitive accuracies.

Model ListOps (2k) Text (4k) Retrieval (4k) Image (1k) Path (1k) Path-X (16k) Avg Epochs
Transformer (Vaswani et al. 2017) 36.37 64.27 57.46 42.44 71.40 FAIL 54.39 200
Local Attention (Tay et al. 2020c) 15.82 52.98 53.39 41.46 66.63 FAIL 46.06 200
Linear Transformer (Katharopoulos et al. 202()) 16.13 65.90 53.09 42.34 75.30 FAIL 50.55 200
Reformer (Kitaev, Kaiser, and Levskaya 2020) 37.27 56.10 53.40 38.07 68.50 FAIL 50.67 200
Sparse Transformer (Child et al. 2016) 17.07 63.58 59.59 44.24 71.71 FAIL 51.24 200
Sinkhorn Transformer (Tay et al. 2020t) 33.67 61.20 53.83 41.23 67.45 FAIL 51.29 200
Linformer (Wang et al; 202() 35.70 53.94 52.27 38.56 76.34 FAIL 51.36 200
Performer (Choromanski et al| 202C) 18.01 65.40 53.82 4277 77.05 FAIL 51.41 200
Synthesizer (Tay et al| 2020a) 36.99 61.68 54.67 41.61 69.45 FAIL 52.88 200
Longformer (Beltagy, Peters, and Cohar, 2020) 35.63 62.85 56.89 42.22 69.71 FAIL 53.46 200
BigBird (Zaheer et al. 202() 36.05 64.02 59.29 40.83 74.87 FAIL 55.01 200
F-Net (Lee-Thorp et al/ 2021) 35.33 65.11 59.61 38.67 77.78 FAIL 54.42 200
Nystromformer (Xiong et al| 2021) 37.15 65.52 79.56 41.58 70.94 FAIL 58.95 200
Luna-256 (Ma et al. 2021) 37.98 65.78 79.56 47.86 78.55 FAIL 61.95 200
H-Transformer-1D (Zhu and Soricul [2021) 49.53 78.69 63.99 46.05 68.78 FAIL 61.41 200
Hrrformer Single-layer 38.86 66.49 75.13 47.90 72,79 FAIL 60.23 20
Hrrformer Multi-layer 38.24 65.90 75.83 48.41 73.17 FAIL 60.31 20

Booz Allen Hamilton



Interpretability

* We canvisualize the attention
weights that our model uses for
each prediction, and see if they
correspond with the content of
the image.

* Indoing so, we see that the

attention maps precisely to ...E.-.-.
informative outlines/content of
the image.

* Remember: the taskis

Figure 1: Visualization of weight vector w € R1924%1 re.
shaped to 32 x 32, the shape of the original image of the

_li nea rizgd images! So the model CIFAR-10 dataset used in the LRA Image classification task.
Is learning 2D structure from 1D A single layer Hrrformer is able to learn the 2D structure
representations! from the 1D sequence of the image. This is particularly no-

ticeable in the Airplane, dog, Frog, and Horse images. Note
context sensitive Head activation can be observed comparing
Head 3 for dog vs Frog, where activation occurs for different
pixel intensities indicating the model is not naively activat-
ing for simple color intensity.



Fast & Low Memory Training

*  Transformers are being used in ever 82 indicatessinglelaver O o e
larger and more expensive models. *0 ° ° O Trwtomer
Are we fighting that trend? Yes! % 0 oo

*  Hrrformeris the fastest by far 0 e e
compared to all prior methods, upto =™ O O LinearTranstormer
2 orders of magnitude. T e e O O

The Hrrformer uses less memory to » o o= i
train by an order of magnitude or 4 o i
more, depending on what baseline 46 m = i (O
we compare against Speed (Examples per second)

) Itis nearly the most accurate on the Figure 2: Performance (y-axis), Speed (z-axis, log-scale) of
LRA benchmarks.

different xformers, and memory footprint on GPU are illus-
trated by the size of the circles. Hrrformer is in the top-right
of the graph, with the smallest circle size, indicating it is the
fastest and most memory efficient for training (this does not
factor in convergence speed).



Fast Predictions

e The FFT function has better numerical
behavior as a function of batch size than
matrix multiplication.

* The gap between time/sample is smaller
for varying batch sizes

* Even ourworst case time is better than a
transformer’s best-case time!

Batch Size

Hrrformer Time (s)

Transformer Time (s)

==H-CIEN o R RN SIS

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

48.21
33.31
33.46
32.32
30.73
29.76
29.02
28.20
27.78
26.94
26.30
25.80
25.20
24.94
23.87
24.14
24.20
23.71
23.71
23.48
22.98
23.56
22.57
23.21
22.66
22.58
22.14
22.95
22.72
22.24
22.31
21.86

4429.64
2231.20
1501.59
1125.23
911.32
768.42
661.68
571.63
513.04
463.29
428.68
397.56
366.93
342.73
322.05
305.88
289.57
276.32
265.57
254.24
244.57
236.27
228.23
221.07
216.19
209.43
203.78
199.20
197.80
187.72
183.33
178.31




Malware results

90 " O(n?-d) s 3
* O(n-d) ]
85 2000 @ O(n-d) /
® O(n-d) ’/
= O(n-d) §
80 2z 4
@ 2 1500 O(nlogn) d
E = # O(nlogn-d) /,I
© - c
§75 i /,l'. ® Transformer -%
< 27 * H-Transformer-1D g 1000
x
70 gt ,l ® Luna-256 =
,' ® Performer
65 ERE Linformer 500
. F-Net
/
60 4 ® Hrrformer
0
256 512 1024 2048 4096 8192 256 512 1024 2048 4096 8192
Maximum Sequence Length Maximum Sequence Length

Figure 3: Comparison of Hrrformer with other self-attention models in EMBER malware classification dataset. Hrrformer is
presented in a solid line and achieves the best accuracy, and second fastest run-time. The two prior best models according the
the Long Range Arena H-Transformer-1D and Luna-256 are in the dashed lines, and do not perform as well as the LRA would
have indicated in speed or accuracy. The rest of the models are in the dotted line. This shows the Hrrformer is one of the best
options in benchmarks and real-world tasks.
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A Walsh Hadamard Derived Linear Vector Symbolic
Architecture

* HRR can be derived by setting up the equation for the identity
function, T(x*)ifl-"(x)i = 1, and solving for what the T operation
should he

Table 1: The binding and initialization mechanisms for our new HLB with baseline methods. HLB is

e \\Vhat related to the HRR in being derived via a similar approach, but replacing the Fourier transform 7 (-)
with the Hadamard transform (which simplifies out). The MAP is most similar to our approach in

derive mechanics, but the difference in derived unbinding steps leads to dramatically different performance.
The VTB is the most recently developed VSA in modern use. The matrix V,, of VIB is a block-

* Avc diagonal matrix composed from the values of the y vector, which we refer the reader to [11] for aved
N € details. The TorchHD library [14] is used for implementations of prior methods.
e We us METHOD BIND B(z,y) UNBIND B*(z,y) INIT z he
Hada HRR  F L (F@)OF(@) F '(F)eF) £, ~ N (0,1/d)
VTB V,x V, z i, ~N(0,1) -z =z/|Z|,
MAP-C r Oy zOy x; ~U(-1,1)

HLB TQy Ty T, ~ {N(—u,1/d),N(u,1/d)}

This document is confidential and intended solely for the client to whom it is addressed. 90



Properties of the HLB

1\ i 140= 1 —> 1+2= 3 >_Z 3+1= 4

» Several useful properties for 0 > 0+1= 1 0= 1 —=>  -1+3= 2

developing with a VSA 1\\//,' 1= o1 =—1 S 0

 E[x] =0, 0 0+0= 0 ——> -0+1= 1 > -1x(-1)=-2

- E[|x|]] =pu 0 -0+1= 1 —>  1+0= 1 SZ' 1+(-1= 0

1 > -1+0=—1 -1+0=—1 > -(-1)+1= 2

- Bl ] = Vi AN IS S

N X

* If pitems have been bound together, 0 > 00= 0 > -0+(-1)==1 > ~(-1)+1= 2

thenE[simE[x]-p] = 1ifx € Sand 0 190 '
OtherW|Se — Theoretical ||x,|[> = p*y/p-d

100 e Experimenta 5 5 0
* Ifyoudon’tknow p, you can ‘o Experimental ||yl ~ p?v/pd|

estimate itas p = /u*d

co
o

o
S

b
o

Norm of composite representation ||x,||2
(=2}
o

20 40 60 80 100 120 140 160 180 200
No. of bundled pairs p

This document is confidential and intended solely for the client to whom it is addressed. 91



Good at classical VSA tasks

* When binding with random or

repeated VSA vectors, HLB’s Lo Random 0 Auto
similarity score remains constant. - 08 08
> \
* The magnitude of the vector does 5 00 0.6
not change either as more items are £ g; 3‘2‘
bound 00 T 00 —
. . ' 5 10 15 20 25 5 10 15 20 25
* Better to design around something
that has a known response . .
2 10 10
EO -3 103
s 10
5 10 15 20 25 5 10 15 20 25
No. of vectors p No. of vectors p
— HRR VTB MAP — HLB

Figure 3: When repeatedly binding different random (left) or a single vector (right), HLB consistently
returns the ideal similarity score of 1 for a present item (top row) and has a constant magnitude
(bottom row), avoiding exploding/vanishing values.

This document is confidential and intended solely for the client to whom it is addressed. 92



Better at XML classification

Table 4: XML classification results in dense label representation with HRR, VTB, MAP, and HLB in
terms of nDCG and PSnDCG. The proposed HLB has attained the best nDCG and PSnDCG scores
on all the datasets setting a new SOTA.

DATASET BIBTEX DELICIOUS MEDIAMILL EURLEX-4K
METRICS nDCG  PSnDCG nDCG  PSnDCG nDCG  PSnDCG  nDCG PSnDCG
HRR 60.296  45.572 66.454 30.016 83.885 63.684  77.225 30.684
VTB 57.693  45.219 63.3256 31.449 R87.232 66.948 76.964 31.180
MAP 59.280 46.092 65.376 31.943 87.255 66.886  72.439 26.752
HLB 61.741 48.639 67.821 32.797 88.064 67.525 T77.868 31.526
DATASET EURLEX-4.3K WIKI10-31K AMAZON-13K DELICIOUS-200K
METRICS nDCG  PSnDCG nDCG  PSnDCG  nDCG  PSnDCG  nDCG PSnDCG
HRR 84.497  38.545  81.068 9.185 93.258 49.642  44.933 6.839
VTB 84.663  38.540  78.025 9.645 92.373 49.463  44.092 6.664
MAP 80.472  39.233 80.203  10.027  92.013 48.686  45.373 6.862

HLB 88.204 43.622 83.589 11.869 93.672 50.270 46.331 6.952

This document is confidential and intended solely for the client to whom it is addressed. o3



Does better at CSPS

* HLB is more accurate at the
CSPS task than prior VSAs

* Also better at hiding its
information for CSPS too!

* Because CSPSis purely
elementwise operations, no
extra work for 2D/n-D T
generalization di

Ic

CLUSTERING HRR VTB
METHODS  \'\NIST SVHN CR10 CR100 MIN MNIST SVHN CRI0 CR100 MIN
K-MEANS —0.02 -001 0.8 054 042 [ =000 =001 =001 002  0.00
GMM 001 000 0.9 061  0.44 467 137 —001 002  0.01
BIRCH 020 000 0.14 045  0.35 002 003 0.04 0.08  0.03
HDBSCAN 0.00 -—024 123 0.01  0.02 0.00  0.00 0.0 0.00  0.00
K-MEANS 128 006 021 003  0.08 852 0.3 111 005 0.12
GMM 128 006 017 0.04  0.09 863 014  1.63 0.05  0.00
BIRCH 151 003 013 0.05  0.07 324 000 064 0.06 0.17
HDBSCAN 000 000 0.0 0.00  0.00 000 009 0.0 0.00  0.00

CLUSTERING MAP HLB

METHODS

MNIST SVHN CRI10 CR100 MIN MNIST SVHN CR10 CRI100 MIN
K-MEANS 017 001 001 0.00  0.00 0.09 000 0.00 0.00  0.00
GMM 339  —001 0.0l 0.00  0.00 253 000  0.00 0.00  0.00
BIRCH 0.84  —000  0.00 0.01  0.00 083  0.00 0.00 0.01  0.00
HDBSCAN 000 000 0.0 0.00  0.00 000 000 0.0 0.00  0.00
K-MEANS 1591 009  0.00 003 001 1367 —004 001 0.02 —0.00
GMM 42.43 011  0.00 003 000 1496 —004 001 002  0.00
BIRCH 709 —0.07 —0.02 0.0l —0.00 1844 —0.07  0.00 0.0l  0.02
HDBSCAN 048 = 0.00  0.00 0.00  0.00 760 001  0.00 0.00  0.00

This document is confidential and intended solely for the client to whom it is addressed.
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Table 3: Clustering results of the main network inputs (top rows) and outputs (bottom rows) in terms
of Adjusted Rand Index (ARI). Because CSPS is trying to hide information, scores near zero are
better. Cell color corresponds to the cell absolute value, with blue indicating lower ARI and red
indicating higher ARI. All numbers in percentages, and show HLB is better at information hiding.
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Questions?

We can use VSAs to create neuro-symbolic Al methods

* We can be clever with the loss function to impose symbolic constraints

We can design layers with symbolic interpretations as a way to express priors
We can design and simplify our approach to VSAs to achieve better results

Edward Raff
EdwardRaff.com
Raff _Edward@bah.com
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Introduction and Motivation (Part 1)



Progress in Language Modelling

Symbolic Era Statistical Era Scale Era

Pre - 1990 1990 - 2006 2006 onwards

e Deep Learning and

e Rule Based e Data-driven
neural nets
e Expert Systems Approaches
e N e General Purpose
e Limited e Probabilistic LMs
Generalization Models e Massive Datasets
and Computation
Turing Test ELIZA ChatGPT

R

1950 1966 2022



ELIZA (1966) : THE FIRST CHATBOT

Welcome to

EEEEEE LL IIII 72727777 AAAAA
LL II ZZ AA AA
LL II 7z AAAAAAA
LL IT Y44 AA  AA
LLLLLL IIII 7227777 AA  AA

Eliza is a mock Rogerian psychotherapist.
The original program was described by Joseph Weizenbaum in 1966.
This implementation by Norbert Landsteiner 2005.

ELIZA:

YOU:

ELIZA:

YOU:

ELIZA:

YOU:

ELIZA:

YOU:

ELIZA:

YOU:

ELIZA:

YOU:

Is something troubling you ?

Men are all alike.

What is the connection, do you suppose ?

They're always bugging us about something or other.

Can you think of a specific example ?

Well, my boyfriend made me come here.

Is it important to you that your boyfriend made you come here ?

He says I'm depressed much of the time.

I am sorry to hear that you are depressed.
It's true. I am unhappy.

Can you explain what made you unhappy ?

Early NLP program
developed by Joseph
Weizenbaum at MIT.
Created illusion of a
conversation by rephrasing
user statements as
questions using pattern
matching and substitution
methodology. One of the
first programs capable of
attempting the Turing test.

Try it out at https://web.njit.edu/~ronkowit/eliza.html



http://web.njit.edu/~ronkowit/eliza.html

The LLM Era — How they work?



Word Embeddings

Represent each word using a “vector” of numbers.
e Converts a “discrete” representation to
“continuous”.
e Many benefits:
o  More “fine-grained” representations o
words.
o Useful computations such as cosine
and Euclidean distance.
o  Visualization and mapping of words
onto a semantic space.
o Canbe learntin self-supervised
manner from a large corpus.
e Examples:
o  Word2Vec (2013), GloVe, BERT, ELMo

woman .
man \ girl slower
\ father Q‘ o dlowe e
cat king Uee" boy
slowest
dog \ mother 4‘ faster
\ cats daughter fast
Adiis France
€ England longer
fastest
Paris Italy \ she long
London
himself longest

h If
Réie erse

v



Seg2Seq Models

Recurrent Neural Networks (RNNSs)
® Long Short-Term Memory Networks (LSTMs)
® Capture dependencies between input tokens

® Gates control the flow of information

tw tw tw

- - - -
U v tu

Unfold

I .
ﬁ e

<!

T

A simple RNN shown unrolled in time. Network
layers are recalculated for each time step,
while weights U, V and W are shared across all

Ct-1

The inputs to each unit
consists of the current
input xt, previous hidden
state h,,, and previous
context c, ,

The outputs are a new
hidden state h,and an
updated context c,.



Transformers

Layer:| 5 3| Attention: | Input - Input v

The_ The_
animal_ animal_ . ’ . .
didn._ didn_ e Allows to “focus attention” on particular aspects of the input

' " while generating the output.

t t_ e Done by using a set of parameters, called "weights," that
“’i’:z— fr:':ss— determine how much attention should be paid to each input
e street token at each time step.

because_ because_ e These weights are computed using a combination of the input and
it it_ the current hidden state of the model.
Was_ Was_
too_ too_
tire tire
d d

| | | | KT
In encoding the word "it", one attention head is . L Q
focusing most on "the animal”, while another is Attontlon(Q, K’ V) o bOftmaX( \/d>k )V

focusing on "tired". The model's representation
of the word "it" thus bakes in some of the

representation of both "animal" and "tired".
https://jalammar.github.io/illustrated-transformer/




Pre-Training: Data Preparation

A typical data preparation pipeline for pre-training LLMs:

Ready to

Raw Corpus Quality Filtering De-duplication Privacy Reduction Tokenization pre-train!
» Language Filtering + Sentence-level + Detect Personality * Reuse Existing &2 &
7N . * Metric Filtering * Document-level Identifiable Tokenizer - -
|:~‘--; I Information (PIT) + SentencePiece R
- « Statistic Filtering + Set-level -
* Remove PII * Byte-level BPE -
» Keyword Filtering
s R T e e e B T A B e e A P R ks aiadty A R Ot itk A
: Alice is writing a paper about + Alice is writing a paper about | + Replace ('Alice') is { + Encode ('[Somebody]is | + 32, 145, 66, 79, 12, 56, ... ‘
i LLMs. #54& Alice is writing | ' LLMs. Ahtee-iswriting-apaper E ' writing a paper about LLMs. E ' writing a paper about LLMs. ") 5 ' S
+ a paper about LLMs. { . about-HiMs: ¢ ) 4 ; ¢

W. Zhao et al. A Survey of Large Language Models. 2023.



What LLMs Can do?

Evolution of LMs from Perspective of Task-Solving Capacity

A

Task
solving
capacity

Specific task
helper

n-gram models

Statistical methods
Probability estimation
Assist in specific tasks

Statistical LM

Transferable
Task-agnostic NLP task solver

feature learner ELMO. BERT. GPT-1/2

Word2vec (NPLM), NLPS Context-aware representations  Solve various real-world tasks

Pre-training + fine-tuning
Solve various NLP tasks

Pre-trained LM

Static word representations

Neural context modeling
Solve typical NLP tasks

Neural LM

General-purpose
task solver

GPT-3/4. ChatGPT. Claude
Scaling language models
Prompt based completion

Y

1990s

2013 2018

W. Zhao et al. A Survey of Large Language Models. 2023.

2020



Few-Shot Prompting

Instruction:

Classify the sentiment of the
given text as either positive
or negative based on the
examples provided.

Few shots examples:

"Great product, 10/10":
{"label": "positive"}
"Didn't work very well":
{"label": "negative"}
"Super helpful, worth it":
{"label": "positive"}

T. Brown et al. Language Models are Few-Shot Learners. NeurlPS 2020.

Input: "Amazing quality and fast

shipping!”
4 )
> LLM
(8 /)

Ideal Output:

{"label": "positive"}




Chain-of-Thought Prompting

Instruction:

Classify the sentiment of the given text as either
positive or negative. Follow a step-by-step
reasoning process to determine the sentiment.

Examples:

1. Input: "Great product, 10/10"
Reasoning: The phrase "Great product" expresses
strong approval, and "10/10" indicates a perfect
rating, showing high satisfaction.
Output: {"label": "positive"}

2. Input: "Didn't work very well"
Reasoning: The phrase "Didn't work" suggests

malfunction or failure, and "very well" implies that it
performed below expectations. This conveys
dissatisfaction.
Output: {"label": "negative"}

3. Input: "Super helpful, worth it"
Reasoning: "Super helpful" indicates a high level of
usefulness, and "worth it" suggests that the person
finds the product valuable. This implies strong
satisfaction.
Output: {"label": "positive"

Input: "Wow! This is
fantastic quality and
fast shipping!"

LLM

Reasoning:

® "Wow!" expresses excitement and
enthusiasm, indicating a positive
reaction.

® 'Thisisfantastic quality" suggests high
satisfaction with the product’s quality.

® '"Fastshipping" is another positive
aspect, showing appreciation for
timely delivery.

® Allelements inthe sentence convey
strong positivity.

Output: {'Bbel':"positive"}

J. Wei et al. Chain-of-Thought Prompting Elicits Reasoning in Large Language Models. NeurlPS 2022.




From Prompting to Fine-Tuning

Unlike prompting, fine-tuning actually changes the model under the hood, giving better domain- or task-
specific performance.

task
accuracy
100%
//’//’ big base
model training model
(finetuning, RLHF)
data engine
prompt ‘ small base
engineering g
0% .
zero-shot few-shot retrieval-augmented ‘ . effort/
prompts prompts few-shot prompting Fine-Tuning complexity

https://x.com/karpathy/status/1655994367033884672



Custom Trained Model in Law: Harvey Al

Startup building a custom-trained
case law model for drafting
documents, answering questions
about complex litigation scenarios,
and identifying material
discrepancies between hundreds of
contracts.

Added 10 billion tokens worth of
data to power the model, starting
with case law from

Delaware, and then expanding to
include all of U.S. case law.

Prompt: What is a claim of disloyalty?

Custom-Trained Model

Open Al Customer Stories: Harvey. April 2024.



https://openai.com/index/harvey/

Why the need for
Trustworthiness in
Generative Al?



Unreliable Reasoning Even On Simple Tasks

Hi name is deepa and how many e's are in my name.

&) Hi Deepa! Your name has two "e"s in it. @ Easy reasonmg, Sure!

9.11 and 9.9, which one is larger?

@  9.11is larger than 9.9. «— Got confused ??

Probably due to tokenization!
Generated by gpt-40’s tokenizer.

Try it out at:
https://tiktokenizer.vercel.app/



https://tiktokenizer.vercel.app/

The Story of a Lawyer Who Employed ChatGPT ...trustissues remain

Ehe New ork Eimes €he New Jork Eimes

Artificial Intelligence > A.l.FacesQuiz  How the A.l. Race Began  Key Figures in the Field ~ One Year of (

ChatGPT Lawyers Are Ordered to

Here’s What Happens When Your Consider Seeking Forgiveness

Lawyer Uses ChatGPT Steven A. Schwartz and Peter LoDuca must pay a fine and send

Ao eesenting s msn o i ddinsdisd on letters to judges named in a brief filled with fiction, a judge

artificial intelligence to help prepare a court filing. It did not go ordered.

well.

% Share full article ~ N

% Share full article A D CJ 11k

A lawyer, representing a client against an
airline, turned to Al assistance for drafting
legal documents. The results were less .
than ideal. Legal Consequences for Attorneys Using
https://www.nytimes.com/2023/05/27/nyr  ChatGPT
egion/avianca-airline-lawsuit-chatgpt.html

https://www.nytimes.com/2023/06/22/nyregion/lawyers-
chatgpt-schwartz-loduca.html

€he New Nork Times

Intelligence > A.l. FacesQuiz  How the A.l. Race Began  Key Figures in the Field  One Year of

The ChatGPT Lawyer Explains
Himself

In a cringe-inducing court hearing, a lawyer who relied on AL to
craft a motion full of made-up case law said he “did not
comprehend” that the chat bot could lead him astray.

£ share tullartice 2> [] CJ 267

Lawyer Acknowledges Al Misuse in
Court. During court session, an attorney
admitted excessively relying on Al,
resulting in a legal motion filled with
artificial legal references.

https://www.nytimes.com/2023/06/08/nyregion/lawyer-
chatgpt-sanctions.html



https://www.nytimes.com/2023/05/27/nyregion/avianca-airline-lawsuit-chatgpt.html
https://www.nytimes.com/2023/05/27/nyregion/avianca-airline-lawsuit-chatgpt.html
https://www.nytimes.com/2023/06/22/nyregion/lawyers-chatgpt-schwartz-loduca.html
https://www.nytimes.com/2023/06/22/nyregion/lawyers-chatgpt-schwartz-loduca.html
https://www.nytimes.com/2023/06/08/nyregion/lawyer-chatgpt-sanctions.html
https://www.nytimes.com/2023/06/08/nyregion/lawyer-chatgpt-sanctions.html

Neuro Symbolic Legal Al

Chapter 1

NeuroSymbolic Al for Legal
AI-TRISM: Trustworthy,
Reliable, Interpretable, Safe
Models

Deepa Tilwani,'* Yash Saxena,? Ankur Padia,? Srinivasan
Parthasarathy,® and Manas Gaur?
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Neuro Symbolic Legal Al

NeuroSymbolic

Incorporating Rules into
Chapter 1 Legal Query Legal KG

-

g 2L N Y S\ S ,
-— %‘ \ \J
% Query Enrichment

NeuroSymbolic Al for Legal
AI-TRISM: Trustworthy,
Reliable, Interpretable, Safe
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-~ . ~ 1 — K Queries
- ) e Query/Question: By User ) _ o
Deepa Tilwani,!” Yash Saxena,? Ankur Padia,? Srinivasan | n CI ud I ng 0 rlgl n a I
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i
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More Challenges for the Generative Al

a h

Inconsistency in
Prompts for
Completenessin
Outcomes

\ /
a N
Context Windows are

and will remain
limited

a4 h

Nearly Impossible to
Explain or Reason
Generative Answers

\ /

\ /

Bias in Large
Language Models
that Supervised
Learning cannot
reduce

-

" /

\

Prompt Injections
can leak data

~

/

"

Reliability Issues:
Different Large
Language Models
Yield Different
Outcomes

/




Grounding (Part 2)



Grounding

Grounding is defined as ensuring every claim in
an LLM response generate verifiable and well-
grounded responses to any prompt, relying Yolely
on information from a user-specified knowl
base.

Grounded means A

that every claimin K el s YR
. nowledge base may -
the .response IS , grounded means
*attributable to a be a private corpus, a that every claim is
document in the public domain, entire backed by an
knowledge base Web appropriate
citation

E.g., a healthcare

customer may
specify a set of

journals they trust




Two Core Approaches to Grounded Al

Grounded Generation -
Enhancing Al with Verified
Knowledge

Method:

Retrieve relevant facts from a
trusted knowledge base.
Augment LLM prompts with
verified context before
generating responses.
Intrinsic phenomena

Grounding Verification -
Ensuring Al’s Responses Are
Factually Correct

Method:

Cross-check Al-generated claims
with authoritative sources.
Generate citations to improve
transparency and accountability.
Apply fact-checking models to
filter unverified claims.

Extrinsic phenomena



J-BH

Why Grounded Generation ?

<& IEEE

“Grounded generation retrieves latest clinical guidelines and provides an evidence-based

response”
I feel like the only reason I haven't already found the courage \ \ . . .
to do it is my two younger siblings. I'm sixteen, and they are I'm really sorry to hear that you're feeling this way, suicidal
twelve and ten respectively. I know that my parents would be thoughts are serious, and it's crucial. Remember, your family
}::Szrggf:telr";: gl‘a: ;::Vu:se‘;gsyaz%; Plegelzllel- ﬂl:iym;“ends care about you and want to help you through difficult times.
brother and sister would be too emotionally damaged or
traumatised if I did it, and I don't want to cause any more
Qain to anyone anymore.
Not grounded but a generic
/
Ground Truth Explanation: emotionally damaged, answer:
traumatised

123



Why Grounding Verification ?
-

" INPUT:

What is the target blood pressure for men?

Al Images Videos Shopping Forums Web  News i More

v

What is the target blood pressure for

\men? y

It should first verify who the intended audience is before
ensuring factual accuracy.

» National Institutes of Health (.gov)
https://www.ncbi.nlm.nih.gov » articles » PMC6813156 ¢

Ideal Target Blood Pressure in Hypertension - PMC

by S Park - 2019 - Cited by 34 — Based on these results, the ACC/AHA arterial hypertension
guideline recommended a target SBP <130 mmHg for elderly hypertensive patients. However,...

——

Not according to 2017 guidelines

4 Al Overview

According to the American Heart Association, the target " Average Blood Pressure by Ag:
blood pressure for men (and most adults) is considered to i /_\ i e
be a systolic pressure of less than 120 mmHg and a dias- ~" " "
tolic pressure of less than 80 mmHg, meaning a "normal” ", o e
blood pressure reading is below 120/80 mmHg. & ) S

Key points about blood pressure targets for men:

Normal range:
Less than 120/80 mmHg &

Elevated range:
Systolic pressure-b

High blood pressure (Stage 1):

Systolic pressure between 130-139 mmHg or diastolic pressure between 80-89
mmHg &

gh blood pressure (Stage 2):
Systolic pressure440 mmHg or higher or diastolic pressure 90 mmHg or higke

Important note: While this is the general guideline, it's crucial to consult with
your doctor to determine the best target blood pressure for your individual
health needs and circumstances, including age and any existing medical
conditions. &

This is for informational purposes only. For medical advice or diagnosis, consult a professional.
Generative Al is experimental.



Types of Grounding in Al & LLMs

1)  Symbolic Grounding 2) Functional Grounding
Al must retrieve, recognize, and structure information correctly LLMs should reason, verify, and adapt responses based on
before using it (i.e. LLMs should understand and link symbols like context (i.e apply it correctly in context)

words, phrases, numbers to their real-world meanings)
a)  Attribution-Based Grounding

a  Retrieval-Augmented Generation Based Grounding «  Method: Al justifies responses with references
« Method: Al retrieves external documents before and citations.
responding. « Example: . .
« Example: o  Afact-checking Al cross-referencing
> A QA system fetching Wikipedia articles news clalms VYIth verified sources
before answering a historical question. before publishing. N
o  Chatbot retrieving product manuals before o Al ‘.’V”t'.nfé‘ resea.rch papers by citing ‘
explaining a feature. scientific studies instead of generating
a) Knowledge Graph-Based Grounding _ un§upported claims. .
. Method: Al structures information in graphs to a) Interactive & Reinforcement-Based Grounding
improve contextual understanding. « Method: Al learns from real-time feedback
« Example: and improves responses over time.
o  Asearch engine linking related topics (e.g., « Example:
Al connects “COVID-19” with “vaccines” and o  Customer support ChétbOtS adapt
“pandemics”). based on user corrections (e.g.,
o  Legal NLP models linking case laws, learning new slang or product updates).
statutes, and judicial precedents to o Language mo.dels are.flne-tuned
provide structured responses. through user interactions to generate

more accurate, personalized responses.



Symbolic Grounding



1. Retrieval-Augmented Generation (RAG)

LLMs lack knowledge beyond their training date,

and frequent model updates are impractical.

|dea: Enhance LLMs with a retrieval system!

Define "middle ear" (x)

Question Answering:
Question Query

Barack Obama was
born in Hawaii. (x)

Fact Verification: Fact Query

The Divine
Comedy (x)

Jeopardy Question
Generation:
Answer Query

Lewis, Patrick, et al. "Retrieval-augmented generation for
knowledge-intensive nlp tasks." Advances in Neural
Information Processing Systems 33 (2020): 9459-9474.

End-to-End Backprop through q and pe

ﬂ)uery
Encoder

q(x)

Retriever p,
(Non-Parametric)

d(z)

Document

Index

(Parametric)

L

Generator pg\

The middle ear includes
the tympanic cavity and
the three ossicles. (y)

Question Answering:
Answer Generation

supports (y)

Fact Verification:
Label Generation

This 14th century work
is divided into 3
sections: "Inferno",
"Purgatorio" &
"Paradiso" (y)

Question Generation



Advantages &

yamm—— Safe
Accessible and Affordable

=
Y=

\ Cost-Effective
@ Domain Knowledge

QNR: "y 5%
2% = 25%
. @-[]j v DBpedia

HETION| .

UMLS Metathesaurus [k |“HI|I|| o
WIKIDATA |

@RUGBANK (2% ./ conceptiet L% &

Custom Train : :

(]
/@ Fact-Checking

) =

Continuous Update
Easier to Customize



Symbolic Retrieval based Grounding

An Evaluation study of Citation
Generation on Recent LLMs

Direct Query

Who were the authors of the research paper 'Inference RAG + LLAMA - tiongxu Yin, Pavio
L4 pap :"@» '\ Molchanov, Zhizhong Li, Jose M.

with Reference: Lossless Acceleration of Large —] M' :
= i Alvarez, Arun Mallya, Derek

Source Attribution: Retrieve,

< ~ Language Models' list only author names, formatted as  «
recoghize, and attribute Ciret names<as e, soprated by comna Donos (225222 Hoiem, Niaj K Jha, Jan Kautz
mention the paper in the title, also if you don't know e

. RAG enabled system

. Domain-Specific Training

. Enhanced Accuracy and
Relevance

. Customization for Business

write 'pass’.

Ground Truth Author Names: Nan Yang, Tao
Ge, Liang Wang, Binxing Jiao, Daxin Jiang,
Linjun Yang, Rangan Majumder, Furu Wei

—] i' RAG + Mistral - Jiasen Lu, 2.
=hd Pengjie Wan, 3. Yuchen Li, 4.
Weijie Su, 5. Haoqi Fan. €3

Perplexity - Xiaoyan Zhu, Zhiyuan Liu,

Yy d ’ b
M LLAMA - <Yuefang Fu>, <Jianfeng Gao>, L Q

<Jiayu Li>, <Yi Zhang>, <Chang Liu> Q

1! Mistral - 1. Wei Yu, 2. Lining Tang, 3. Kai-
'l WeiChang, 4. Yu-Chun Huang, 5. Zhaoxing
Liu, 6. Yongyi Yang, 7. Wei Wang.

- ' Gv'a‘; Adv. RAG + LLAMA - Noam Shazeer,

: Adam Roberts, Katherine Lee, Sharan

el i ’ Narang, Michael Matena, Yanqi Zhou,

Wei Li, Peter J. Liu Q

GPT-4 -Luo, Feng Yan, Sijia Huang, Hang Liu,
Wenguang Chen, Zhiying Wang, Ninghui Sun
GPT-4-1106-preview - Pass

GPT-3.5-turbo - Pass

'+ Adv. RAG + Mistral - Nan Yang,

- ‘L-. Tao Ge, Liang Wang, Binxing

Jiao, Daxin Jiang, Linjun Yang

/

Grounded and targeted for generating
citations with structured metadata

Needs
. Business Alignment

Image: Tilwani, Deepa, et al. "REASONS: A benchmark for REtrieval and Automated citationS Of
scieNtific Sentences using Public and Proprietary LLMs." arXiv preprint arXiv:2405.02228 (2024).



<Query Engine>
Instruction: I have taken a sentence from the research paper titled \"{Paper Title}\", give me the

itle of the possible research paper that this sentence is citing to. If you are not able to come up with
the paper title write 'pass'. Don't write anything else. Sentence: \ "{Sentence}\

Zero-Shot InDirect Prompting

Paper Title: TransKD: Sentence: An important group of
Transformer Knowledge | methods leverages non-local self . i
Distillation for attention, to capture long-range i .—P Pass

Efficient Semantic contextual dependencies and promote

How we do Symbolic Segmentation | global reasoning,
Retrieval based

o 4
? Abstract: Semantic segmentation
|
G roun d ! ng * | benchmarks in the realm of | p
"| autonomous... time- consuming = . as8

Ej Sequential Indirect and Direct Prompting (SID Prompting)

If Pass

= \ pre-training method.
' Metadata (abstract
&Yo) etadata (a Sfaf) : A. Vaswani et
L Author Names: Ruiping L, Kailun I al., “ Attention
0 Yangx, Alina R, Jiaming Z, Kunyu i 5 c= ol s
% P, Huayao L, Yaonan W, and | . d}'i i
A~ Rainer S need,
! NeurlPS, 2017.
Metadata (authors)
Ground Truth

A. Vaswani et al., “ Attention is all you need,” in NeurIPS, 2017.



But Few Limitations of RAG..

0

(1

Needs Existing Latency Issues Hallucination
Database still exists

I: \/ At scale, sensitive to choices of:

\ 1) Chunking Strategy,
2) Embedding Model, and
3) Generation Model.

Dependent on

Context Length Semantic Search

Limitation



Flaws in RAG from REASONS Dataset

I?I;;;za v?/::ery the authors of the research paper Soaldi LU i ) o L)
. ,"-""“" nonp; "non meon

Instruction Mining: When Data Mining Meets Large '@ S ’%’:(ang : L“u:“hgo Sun", Jasorl\{l\/el ,.Maart"en

g . : . » Bosma", "Vincent Y. Zhao", "Kelvin Guu",
Language Model Finetuning' list only author names, =+ _iAdams Wei Yu" "Brian Lester" "Nan Du"
formatted as <first name><last name>, separated by =~ " " "~ "AndrewM Dai" "Quoc V,. Le" '
comma. Do not mention the paper in the title, also if you ' ' 9
don't know write 'pass'.

@ o . RV
Ground Truth Author Names: Yihan Cao, = h RAG + Mistral - Yihan Cao,

i vanbin Kang, Chi Wang, &

Yanbin Kang, and Lichao Sun Lichao Sun.

Only Adv. RAG

VY S ;
@ LLAMA - * Chen, Yuan * Zhang, Jie [aﬁ] bl S was able to
(X Q correctly
@ 7'\ Adv. RAG + LLAMA - Adam Roberts,* generate author
1! Mistral - 1. Taha Kemal Engin, 2. Selim R — M Ka:herin;Lee,* Sharani’,’;r; e: .
w . g
i Orhun, 3. Yusuf Salman Levi. Q e Michael Matena,* Yanqi Zhou,* Wei Li,* names
Peter J. Liu Q
GPT-4 -pass | '} Adv. RAG + Mistral - Yihan |
GPT-4-1106-preview - Pass (%), Sy oo gt |

i b
GPT-3.5-turbo - Pass : Lichaa.StR v, 1



Latency Issues



S S N N S O T

34:25 26:0 11:1 34:1 74:49 73:09 34:3 156:24 163:28

3 0 1 1
CV 47:45 18:3 19:2 50:2 189:2 1984 42:0 259:32 302:14
5 4 2 0 5 5

Cryptography 03:50 02:1 04:5 32:2 83:28 89:21 13:2 190:19 194:25

8 9 1 3

Graphics 07:08 08:5 06:0 584 1080 127:4 16:5 214:25 227:23
5 8 3 8 8 2

HCI 03:01 01:1 00:4 215 48:32 50:51 02:4 95:56 98:44
0 2 6 7

IR 20:31 11:4 06:5 33:3 91:30 99:43 19:5 193:37 202:23
0 2 4 0

NLP 28:26 11:4 05:0 47:2 91:07 8840 13:0 175:58 156:49



2. Knowledge Graphs (KG) Based Grounding

knowledge
Consisting of entities, entity types, and

relationships in various forms (e.g., ontologies, WIKIDATA

lexicons, labeled property graphs and RDFs).
\/ WURDNEf
/ \?37\ ‘ /\\/

Machine-readable structured representation of

empathl

Subject Predicate  Object
World War | fought_with Poisonous Gas

Conce ptNet
“KG-based grounding structures information in graphs, linking
concepts to improve Al systems' ability to retrieve and generate Speer et al. AAAI'LY
. ' Vrandeci¢ et al. ACM Comm’14
meaningful responses. Gaur et al. 1CSC’19

Miller, ACM Comm’95



[llustration of ISEEQ

Title: Economy and Employment
Statistics

Description: Learn Information about
key economic concepts including gdp,
inflation, and the influence on
employment

-

ISQ by Generative Adversarial Reinforcement Learning

1. What is gross_domestic_produc

gross_domestic_product?

t?

2. What is the measure of gross_domestic product?
3. What is the reason nation income relations gross_domestic_product?

4. What is the influence of inflation to gross_domestic_product?
5. What is the meaning of unemployment in inflation?
6. What is the influence of inflation on cost_of_living?

\1/

[

Constituency Parsing

1 B

[

Sentence BERT Encoder

Sentence BERT Encoder |/

Information + { economy, employment
statistics, employment, influence
employment, inflation influence
employment, gdp, gdp influence
employment, key economic concepts}

lllll

gross
domestic
product

economics

1

/ment

economy __J-->|

; inflation  «-t-emplo

~
~
N
N
\ AY

cost of living ;

y

iIncome

gross national

product

ConceptNet Graph for Semantic Query Expansion

personal
iIncome

national
income

Measures of national income and output

ia, the free ency

From Wiki

A variety of measures of national income and output are used in economics to estimate total economic activity in a
country or region, including gross domestic product (GDP), gross national product (GNP), net national income (NNI),
and adjusted national income (NNI adjusted for natural resource depletion — also called as NNI at factor cost). All are
specially concerned with counting the total amount of goods and services produced within the economy and by various
sectors. The boundary is usually defined by geography or citizenship, and it is also defined as the total income of the
nation and also restrict the goods and services that are counted. For instance, some measures count only goods &
services that are exchanged for money, excluding bartered goods, while other measures may attempt to include
bartered goods by imputing monetary values to them. [1]

Bush to Propose Major Overhaul of Social Security Benefits

Tuesday, January 4, 2005 . .
Fepubicans and syt loso o Prasiien Georce w susnnave o INOIMINAl GDP and adjustments
enditures on future ret

time to calculate retire: 1.
all Social Security outlays by to GDP [ edit]
"

red to Congress in et 1€ raw GDP figure as given by the equations
create “persanal investment accounts” into which individual taxpayers coule . . . .

created by tha adoption of price Indexing would b mada up by capital gain ADOVE is called the nominal, historical, or current,
accounts

The move is akin 1o the private sector's migration from defined benefit retire GDP. When one compares GDP figures from one

worker's benefits will not be guaranteed by the year 2075, President Bush \ o .
was the approach by his 2001 G . year to another, it is desirable to compensate for

Benefits currently are calculated by averaging a worker's earnings in their @ changes in the value of money — for the effects of
worke tirement age. Under the Bush proposal, rather than adjusting be
the consumer price index over those years

inflation or deflation. To make it more meaningful
The imolementation of "orice indexina” would cut future Social Security cos

A fundamental concept in inflation analysis is the relationship between inflation and unemployment, called the Phillips Htiplied
curve. This model suggests that there is a trade-off between price stability and employment. Therefore, some level of the
inflation could be considered desirable to minimize unemployment. The Phillips curve model described the U.S. of
experience well in the 1960s but failed to describe the stagflation experienced in the 1970s. Thus, modem
macroeconomics describes inflation using a Phillips curve that is able to shift due to such matters as supply shocks and | 990
structural inflation. The former refers to such events like the 1973 oil crisis, while the latter refers to the price/wage

spiral and inflationary expectations implying that inflation is the new normal. Thus, the Phillips curve represents only the o

demand-pull component of the triangle model. sriod.



Functional Grounding



Attribution-Based Functional Grounding

Q: What is the temperature range on Q: What is the highest price of a gallon Q: What was the unemployment
the moon? of regular gas in the US in 20227 rate in Germany in 20207 o
_ , Helps to work on :
A: The average temperature on the A: According to a news article by NPR, A: According to [1], the unemployment
moon can range from -298 degrees F as of June 2022, the highest average rate in Germany for 2020 was 4.31%, L o .
(-183 degrees C) at night to 224 degrees price of a gallon of regular gas in the which was a 1.17% increase from 2019. o Fa Ct u a l Ve r I fl C atl O n
F (106 degrees C) during the day [1]. US was $6.34 in California [1]. It's important to note that the COVID... R d . h ll . .
® eaducing ha ucinations
References References References
[1] coolcosmos.ipac.caltech.edu [1] npr.org/states-highest-gas-prices [1] macrotrends.net/unemployment-rate ® EXt e rn a l- k n OWle d ge
The temperature on the Moon In 10 states, a gallon of gas now Germany Unemployment Rate . .
The average temperature on the Moon (at costs more than $5 1991-2023 N t e g Fa t Ion
the equator and mid latitudes) varies from -..U.8. gas prices hit a new record on Unemployment refers to the share of the
-298 degrees Fahrenheit (-183 degrees Monday, with a gallon of regular gas costing labor force that is without work but 1 1
Celsius), at night, to 224 degrees an average of $4.865 (not adjusting for available for and seeking...Germany ® E I ro I C at e go rz a t I O n
Fahrenheit (106 degrees Celsius) during inflation), according to the most recent data unemployment rate for 2020 was 3.81%,
the day. Because the Moon has no... from American Automobile Association... a 0.67% increase from 2019.

(1) Prompt LLMs with a clear

A . « o (2) Fine-tune LMs on a set of
evaluation instruction -

diverse repurposed datasets A fact-checking approach for cross-referencing news

As an Attribution Validator, your task is to . . . e . .

verify whether a given a reference can support ) [ QA ] [Fa ct-Checking] claims with verified sources before publishing.
the answer to a provided question. A contradictory N ‘ AttrScore
ertor means 1he answer coniadicts e fastin e ) [ NLI } [SU,nmarization] Yue, Xiang et al. “Automatic Evaluation of
attnioution, wnile an error means tha ~ . .
there is not enough information in the attribution.. < Attrl b ution by La rge La n gu age M (0] d e |.S .” EMNLP

(2023).
i \ 4 4
"4 Attributable Extrapolatory ‘ 0 Contradictory J

Evaluating attribution and identifying specific types of
errors with AttrScore. We explore two approaches in AttrScore: (1) prompting LLMs,
and (2) fine-tuning LMs on simulated and repurposed datasets from related tasks



Reinforcement Learning for Grounding

What constitutes a good response for a query and context is quite nuanced?

Idea: Capture this using a reward model that scores
<query, context, response> on the appropriateness of the
response. The model may be trained on a dataset
preferences between response pairs

We can then use reinforcement learning to tune the -
to maximize reward while staying within a bounded KL- — e
divergence from the initial model. -

References:
e Teaching language models to support answers with

V.el’lfled guotes ) Src: https://bdtechtalks.com/2023/01/16/what-is-rlhf/
e Fine tuning language models for factuality



https://arxiv.org/abs/2203.11147
https://arxiv.org/abs/2203.11147
https://arxiv.org/abs/2311.08401
https://bdtechtalks.com/2023/01/16/what-is-rlhf/

Interactive & Reinforcement-Based Grounding

Interactive & Reinforcement-Based Groundingensures that LLMs do not just generate blindly but engage in a feedback-

Problem Specification = Problem Specification
) A string is a palindrome if it reads the same from the left to the right
p - and from the right to the left....If there is such a substring in $s$ that
N Pollcy is not a palindrome, print the maximum length of such a substring....
\ Pretrained LM (actor) Example Input and Output: Input: ‘hannah’ Output: 5
.
Values Action Solution Program
l Value Function x L .
CI'ItIC o for 1 in ( -:'-'J'(S) ) -
‘ for j in range(i + 1, len(s) + 1):
State Reward if sfi:jl!= s[i:jl[::-1]:
Environment ansESimaxiansoRIEeEL)
4{ . I ,!'-:.".n'l"-:!. (3“5)
Compiler -
i Unit Tests
; _| Input: wuf fuw Output: 5
[ Unit Tests I/0 Input: iiiiiii Output: 0...

The code-generating language models as an actor network, and introduce a
critic network that is trained to predict the functional correctness of generated

programs and provide dense feedback signals to the actor.

Le, H., Wang, Y., Gotmare, A. D., Savarese, S., & Hoi, S. C. H. Coderl: Mastering code generation through
pretrained models and deep reinforcement learning. Neurips 2022



Check out our Dataset for Interactive & Reinforceme //f\
Based Grounding at AAAI 2025

POSTER PRESENTATION ON 28TH FEB

Can LLMs Obfuscate Code? A Systematic
Analysis of Large Language Models into
Assembly Code Obfuscation

Seyedreza Mohseni, Seyedali Mohammadi, Deepa Tilwani, Yash Saxena,
Gerald Ketu Ndawula, Sriram Vema, Edward Raff, Manas Gaur

Fir ""-:-1 .
L, 10 w{
¢

INSTITUTE #AlISC
UNIVERSITY OF SOUTH CAROLINA



https://arxiv.org/search/cs?searchtype=author&query=Mohseni,+S
https://arxiv.org/search/cs?searchtype=author&query=Mohammadi,+S
https://arxiv.org/search/cs?searchtype=author&query=Tilwani,+D
https://arxiv.org/search/cs?searchtype=author&query=Saxena,+Y
https://arxiv.org/search/cs?searchtype=author&query=Ndawula,+G+K
https://arxiv.org/search/cs?searchtype=author&query=Vema,+S
https://arxiv.org/search/cs?searchtype=author&query=Raff,+E
https://arxiv.org/search/cs?searchtype=author&query=Gaur,+M

Grounding Verification

Despite progress in generating grounded responses, post-hoc verification of generated responses
is still indispensable

e Especially in domains like healthcare where we may want 100% grounding

e Especially when the query is complex and/or the retrieval quality is not good

e Especially if verifiable-correct citations are required for each claim



. . . J-BHI
Symbolic and Functional Grounding Together

<& IEEE

“Grounded generation retrieves latest
clinical guidelines and provides an evidence- LLAMA
based response” g

/ Input \

I feel like the only reason I haven't already found the courage
to do it is my two younger siblings. I'm sixteen, and they are
twelve and ten respectively. I know that my parents would be
heartbroken, but that would only be two people. My "friends"
would be over it in a few weeks anyway. I feel like my
brother and sister would be too emotionally damaged or
traumatised if I did it, and I don't want to cause any more

Qain to anyone anymore.

I'm really sorry to hear that you're feeling this way, suicidal
thoughts are serious, and it's crucial. Remember, your family
care about you and want to help you through difficult times.

NN o

vomsn  LLAMA + Domain Knowledge @

{Ground Truth Explanation: emotionally damaged, ]

traumatised
Knowledge: T@[t,{:‘kplg@ribes the speaker carrying a heavy burden feeling
PHQ9 that family is feeling irritable, emotionally disturbed and hurt.
S. Dalal, D. Tilwani, M. Gaur, S. Jain, V. L. Shalin and A. P. Depression The speaker’s action may cause more harm.
Sheth, "A Cross Attention Approach to Diagnostic ontology

Explainability Using Clinical Practice Guidelines for
Depression," in I[EEE Journal of Biomedical and Health “Knowledge Graphs (symbolic

Informatics grounding) and adapting to domain
(functional grounding)” 144
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Original Text:

Why do i have sudden bursts of depression know the title probably
doesn't make sense but stopped working for a while to peruse
business idea had which failed and now i'm about go back into work
force only 19 these moments where just feel lost like my family
friends as is what dedicated life past 6 months most that time was
me sitting in room trying get it off ground floor. really nervous
getting job again haven't real one entire am overthinking or will be
not bad think.



Self Attention Text (No Highlighting)
(Don’t know Why?)

Why do i have sudden bursts of depression know the title probably
doesn't make sense but stopped working for a while to peruse
business idea had which failed and now i'm about go back into
work force only 19 these moments where just feel lost like my
family friends as is what dedicated life past 6 months most that
time was me sitting in room trying get it off ground floor. really
nervous getting job again haven't real one entire am overthinking
or will be not bad think.



Attention Over PHQ 1:How often have you been bothered by
little interest or pleasure in doing things? (No Highlighting)

Why do i have sudden bursts of depression know the title probably
doesn't make sense but stopped working for a while to peruse
business idea had which failed and now i'm about go back into work
force only 19 these moments where just feel lost like my family
friends as is what dedicated life past 6 months most that time was
me sitting in room trying get it off ground floor. really nervous
getting job again haven't real one entire am overthinking or will be
not bad think.



Attention Over PHQ 2 : How often are you bothered by
feeling down, depressed, or hopeless?

Why do i have sudden bursts of depression know the title probably
doesn't make sense but stopped working for a while to peruse business
idea had which failed and now i'm about go back into work force only
19 these moments where just feel lost like my family friends as is what
dedicated life past 6 months most that time was me sitting in room
trying get it off ground floor. really nervous getting job again haven't
real one entire am overthinking or will be not bad think.



Attention Over PHQ 9: How often have you been bothered by thoughts that
you would be better off dead or of hurting yourself in some way ?

Why do i have sudden bursts of _ know the - probably
doesn't make sense but stopped working for a while to peruse

- idea had which failed and now i'm about go
force only 19 these moments where just

as is what dedicated life past 6 months

in room trying get it off ground floor.

haven't real one entire am overthinking or will be not bad think.

friends

again



PHQ-1, PHQ-5, and PHQ-6 are unanswered questions. These are the relevant
Jquestions to be asked.

1.8

1.6

1.4

1.2

Cummulative Self Attention

Similarity score between phrases
highlighted in Self-Attention and
PHQ-9 questions.
(equal attention, confused, and
f:laxplainabl )

PHQ1 PHQ2 PHQ3 PHQ4 PHQS5 PHQ6 PHQ7 PHQS PHQ9

Cumulative Cross Attention

3.5

2.5

1.5

0.5

Cumulative Cross-Attention Scores
(PHQ-9 infusion explains model attention)

¥ 4 3

PHQ1 PHQ2 PHQ3 PHQ4 PHQS PHIQ6 PHQ7 PHQS8 PHQ9




Check Grounding API [Google Cloud]

Check Grounding determines how

. .. Answer candidate Check grounding response
grounded a given responseisina
. Here is what I found. Support score: 8.99
given set of facts (context) Titanic was directed by
James Cameron. Cited chunks:
R t o 0. [From FACT @]....Titanic is a 1997 American epic romantic disaster
elurns. movie. It was directed, written, and co-produced by James Cameron. It

stars Kate Winslet and Leonardo DiCaprio. The movie was released on
December 19, 1997. It received positive critical reviews. The movie

* Groundlng SCores (a Support won 11 Academy Awards, and was nominated for fourteen total Academy
score, and a contradiction Avards. ...

SCO re) Claims and citations:

* 0.Here is what I found.
Grounding check required: false

e Citations

¢ 1.Titanic was directed by James Cameron.
Citations: [8]

o AntI—CItatIOI’lS Grounding check required: true

Based on custom NLI model
Generally available at:
https://cloud.google.com/generative-
\ai-app-builder/docs/check-

grounding



https://cloud.google.com/generative-ai-app-builder/docs/check-grounding
https://cloud.google.com/generative-ai-app-builder/docs/check-grounding
https://cloud.google.com/generative-ai-app-builder/docs/check-grounding

Open Questions..

e What mechanisms can be implemented for LLMs to flag uncertain or
unverifiable information in their responses?

e How should LLMs handle conflicting information when processing text
from multiple sources?

e Can LLMs dynamically cross-reference their outputs with primary sources
or citations before finalizing a response?



Handoff
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Wellness Dimension Datasets

1. MultiwD dataset

2. WellXplain dataset

MAYO
CLINIC
W 6 wellness dimensions:
- Physical
. Subatnne Abui and isstsl Haalth Servicis Adminkitnaion ;4\,“-....,_. - Inte”eCtuaI
| - Social
Spiritual

Emotional



Explanation and Prediction

T 1 c 1
extual s —~esmester was one of the

9.0 . .
*=* | worst experiences of my life, and |

ellness i
dimension Fine-tuned LMs
§ Fine-tuned/Prompting LLMS
sample e on WD Datasets

Explanation & Label (Expected/Predicted)

/‘
C>  Intellectual and Vocational Aspect

./ -
@ Gl fall semester was one of the worst experiences
barely passed

N /




External Knowledge

| Input Sample | i : O
{_input Sample ; a : :
Premise (P): A blond-haired doctor and her African American (A) Eremerion: Bty ment (0) i

Explanation: The hypothesis is entailed by the premise because
the description of the doctor and her assistant in the premise does
not provide any information that would contradict the hypothesis.

assistant were looking through new medical manuals. et
Hypothesis (H): A doctor is studying. o ¥°8

, | Label Definition ] . © @
Entailment: The hypothesis logically follows from the premise. (b) Prediction: Neutral (1)
Contradiction: The hypothesis is logically incompatible with : Explanation: The relationship [...] is neutral because the premise
the premise. C) S ’*__) does not provide any information about the doctor's hair color or
Neutral: The hypothesis neither logically follows from nor ¥ assistant's race affecting their ability to study. The hypothesis 'A
contradicts the premise. The truth of the premise does not doctor is studying' is a general statement that can be true regardless
determine the truth of the hypothesis. | of the doctor's hair color or assistant's race. [...]




External Knowledge

Model Comparison for e-SNLI

Model Comparison for Hatexplain

1 0.4
0.35
0.8 A " 0.3 -
g 0.6 - g 0.25
bt g & 02 -
o 0.4 - ___ mMCCw/ g 0.15 4 m MCCw/
= MCCw/o tE 0.1 - MCCw/o
-2 [ i 0.05 -
0 : . . , I 0 : : : .
GPT-4 Llama-3 Phi-3 Mistral GPT-4 Llama-3 Phi-3 Mistral
Model Model
Model Comparison for WellXplain
0.5
0.4 -
]
5 03 -
a
S 0.2 - = MCCw/
= MCCw/o
0.1 - 1 |

GPT-4 Llama-3

Model

Phi-3

Mistral




WellDunn Benchmarking
Instruction

——( WELLXPLAIN Training Examples

Prediction and Explanation
1
[ Robustness [ Explainability

SCE GL

Post: They make me feel unhappy and
In miserable (SpEA). What should | do?
Output:

SpEA (PA:0, IVA:0, SA:0, SpEA:1)

4| Explanation: unhappy, miserable

%))
<
O
>
@)

Evaluation
(Eine-tured LM ) - WELLXPLAIN Test Examples )
(0 (& (&) A_Decoder3 J| Out
— — CT) . -
% % S| [ Decoder2 ) Post'. My mum, dad and step-mum (SA)
3 o o won't leave me alone and they constantly
L = i [ Decoder1 | In make choices for me and it's starting to
__ ‘ " get to me.
Output: SA(PA:0, IVA:0, SA:1, SpEA:0)
Explanation: My mum, dad, step-mum
[ Tokenizer ]

. J

Mohammadi, S., Raff, E., Malekar, J., Palit, V., Ferraro, F., & Gaur, M. (2024). WellDunn: On the Robustness and Explainability of
Language Models and Large Language Models in Identifying Wellness Dimensions. In Poceedings of the 7th BlackboxNLP
Workshop: Analyzing and Interpreting Neural Networks for NLF, pages 364—-388, Miami, Florida, US. ACL.



https://aclanthology.org/2024.blackboxnlp-1.23/
https://aclanthology.org/2024.blackboxnlp-1.23/

Robusthess Assessment
¢ Sigmoid Cross-Entropy (SCE):
¢ Gambler’s Loss (GL):

1 ¢ | |
SCE=—=% (i-log(o(zs))+(1-y;). log (10 ()
i=1
1 n
GL=—— Z(yz log(y;+g)); where g is an abstention function in range(0,1)
n

=1



-» Explainability Assessment
¢ SVD (Singular Value Decomposition) ranking: measures the focus of a model’s
attention by analyzing its attention matrix. Lower ranks suggest that the model
focuses on fewer, more relevant parts of the input text, aligning closely with concise
explanations.
¢ Attention-Overlap (AO) Score: The Number of Common (Purple) Words between
grounded and generated explanation divided by Number of Ground-Truth Words.

[Ground Truth Explanation]

— -

The fall semester was one of the worst expgriences of my life, and | barely passed my
four classes.

The fall semester was one pf the worst expgriences of my life, and | parely passed my

four classes. v—/
[Generated Explanation]

Mohammadi, S., Raff, E., Malekar, J., Palit, V., Ferraro, F., & Gaur, M. (2024). WellDunn: On the Robustness and Explainability of
Language Models and Large Language Models in Identifying Wellness Dimensions. In Proceedings of the 7th BlackboxNLP
Workshop. Analyzing and Interpreting Neural Networks for NLP, pages 364—388, Miami, Florida, US. ACL.



https://aclanthology.org/2024.blackboxnlp-1.23/
https://aclanthology.org/2024.blackboxnlp-1.23/

Scores

MultiwD Comparison

Average attention matrix rank via SVD

Models

= MultiwD GL
= MultiwD SCE

Scores

160
140
120
100

60
40
20

WellXplain Comparison
Average attention matrix rank via SVD

I El :I _I _. m WellXplain GL

< < WellXplain SCE
N\ X & Q~
(\
& é\(\\ Q:;\ \3@5\
Models




AQO Score

0.3
0.25
0.2
0.15
0.1
0.05
0

Comparison of AO Scores: GL and SCE

—
—

B GL AO Score
- - s SCE AO Score
A > & X, A A A
& « N & & & Q&
€ S &
G \)

Models




SCE vs GL attention (Post 1)

With SCE Loss:

| don't cry anymore. want to be around anyone do anything Work keeps me getting up everyday Without it

would probably stare at my ceiling until passed back out again so tired know if there is a question in this, There
just isn't else tell.

With GL:

| don’t cry anymore. want to be around anyone, do anything. Work keeps me getting up everyday. Without it

would probably stare at my ceiling until passed back out again m so tired know if there is a question in this,
There just isn else tell.



Future Directions

Developing a Transparent Classifier Rooted in Clinical Understanding — Addressing
the disparities between prediction accuracy and attention.

Improving Attention Alignment with Ground Truth — Enhancing attention explanations
to better reflect actual outcomes.

Exploring Different Prompting and Retrieval-Augmented Generation (RAG) Strategies
— Testing alternative methods to improve LLM performance.

Developing a Suitable Dataset for Mental Health Applications — Curating knowledge
and constructing a well-suited dataset for retrieval-augmented methods.
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WellDunn: On the Robustness and Explainability of Language Models and
Large Language Models in Identifying Wellness Dimensions

Seyedali Mohammadi, Edward Raff, Jinendra Malekar, Vedant Palit, Francis Ferraro, Manas Gaur

Abstract PDF

Language Models (LMs) are being proposed for mental health applications where the heightened risk of adverse outcomes
means predictive performance may not be a sufficient litmus test of a model’s utility in clinical practice. A model that can be
trusted for practice should have a correspondence between explanation and clinical determination, yet no prior research has
examined the attention fidelity of these models and their effect on ground truth explanations. We introduce an evaluation ¥ Search
design that focuses on the robustness and explainability of LMs in identifying Wellness Dimensions (WDs). We focus on two

existing mental health and well-being datasets: (a) Multi-label Classification-based MultiwD, and (b) WellXplain for

evaluating attention mechanism veracity against expert-labeled explanations. The labels are based on Halbert Dunn’s theory

of wellness, which gives grounding to our evaluation. We reveal four surprising results about LMs/LLMs: (1) Despite their

human-like capabilities, GPT-3.5/4 lag behind RoBERTa, and MedAlpaca, a fine-tuned LLM on WellXplain fails to deliver any

remarkable improvements in performance or explanations. (2) Re-examining LMs' predictions based on a confidence-

oriented loss function reveals a significant performance drop. (3) Across all LMs/LLMs, the alignment between attention and

explanations remains low, with LLMs scoring a dismal 0.0. (4) Most mental health-specific LMs/LLMs overlook domain-

specific knowledge and undervalue explanations, causing these discrepancies. This study highlights the need for further

research into their consistency and explanations in mental health and well-being.

66 Cite

Anthology ID: 2024.blackboxnlp-1.23
Volume: Proceedings of the 7th BlackboxNLP Workshop: Analyzing and Interpreting Neural Networks for NLP
Month: November
Year: 2024
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openCHA:

Building Explainable
and Personalized
Conversational Agent



Healthcare chatbots or Conversational

Health Agents

Chatbots have the potential to play a crucial role
In healthcare: assisting patients and healthcare

providers:

o Clinical decision support

o Patient monitoring and follow-up
o Chronic health management o~ y
o Patient’s self-awareness

Bedi, Suhana, et al. "A Systematic Review of Testing and Evaluation of Healthcare Applications of Large
Language Models (LLMs)." medRxiv (2024): 2024-04.




Why are healthcare chatbots not widely used?

Existing chatbots are not able to provide:

1. Trustworthiness
Personalization (no access to user’s data)
3. Data analysis
o No access to established multimodal data analysis tools
4. Access to up-to-date information

o lIgnoring well-established healthcare research
Explainability

Abbasian, M., Khatibi, E., Azimi, I., Oniani, D., Shakeri Hossein Abad, Z., Thieme, A,, ... & Rahmani, A. M. (2024). Foundation metrics for evaluating 177
effectiveness of healthcare conversations powered by generative Al. npj Digital Medicine, 7(1), 82.



openCHA (Conversational Health Agents)

Conversational Health Agent

A holistic LLM-powered .

& =

framework to integrate User =
health data, knowled ge, g Health Agent Health Information
and analytical tools into @J o e te)
healthcare chatbots. Person V7 tultmodal & Think and plan A e
oy i v/ Multi-language  / possess current knowledge T
g: v/ Empathetic  Access personalized data 5 ::::it:a::tr;s

+/ Companionship analytics tools

+/ Perform multimodal analysis

+ Prepare final answer

e Abbasian, M., Azimi, |, Rahmani, A.M. and Jain, R., 2023. Conversational Health Agents: A
Personalized LLM-Powered Agent Framework. arXiv preprint arXiv:2310.02374.
o GitHub repo: https://qithub.com/Institute4FutureHealth/CHA 178
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openCHA framework
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External | Sources

Al and Analysis Models Knowledge Base

Healthcare Data Source

Bio-signal Image Tabular Data Knowledge Retrieval Search
i i il Models Engines

Privacy Privacy

Interface

Acts as a bridge between the users and
agents

e Users’queries
e Metadata

User Interface

Mobile

Holaga Application

Person Query
Web
[+ Application

w Answer

Doctor Desktop

Application
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Orchestrator

Responsible for problem solving, decision
making, and response generation

® |[nputdata are a§gregated, transformed
into structured data, and then analyzed
o plan and execute actions

e |[nteracts with external sources to
acquire the required information,
perform data integration and analysis, - Q Task [ Available —
and extract insights, among other = Tasks
functions. ‘ ‘ S

' v

Orchestrator

=
=

e Convertsthe info into an
understandable format and inferring
the appropriate response.

Data Pipe

Result Generator Task Planner
LLM LLM
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External Sources

Al and Analysis Models Knowledge Base Healthcare Data Source

Bio-signal Image Tabular Data Knowledge Retrieval Search Wearable Tabular Data oD
i i il Models Engines Data (e.g., EHR) 9
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Processing Processing Processing Extractor Models Engines Data (e.g., EHR) 9
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Demo:
Nutrition causal
effects

Tasks involved:

e G(Getdata

e Causal graph
(personal info)

e Food’s nutritional
content (general info)

- . . . e -
cAOCiE O T ion On Oaep Beep

Z. Yang, E. Khatibi, N. Nagesh,, M. Abbasian, |. Azimi, R. Jain, and A. Rahmani,
“ChatDiet: Empowering Personalized Nutrition-Oriented Food Recommender
Chatbots through an LLM-Augmented Framework,” Elsevier Smart Health,
IEEE/ACM CHASE, 2024


http://www.youtube.com/watch?v=c-7IEBaRSyQ

Is REM sleep of Patient 5 sufficient during August 2020?

Patient health record

Based on the data collected from Patient 5 in August 2020, the REM sleep duration was 110.63

re p O rtl n g minutes. In order to determine if this is sufficient, we need to consider the individual's specific sleep
1 needs and overall sleep patterns. It's important to note that the optimal amount of REM sleep can
( ) vary from person to person, but generally, adults need about 90-120 minutes of REM sleep each

night.

In this case, the REM sleep duration of 110.63 minutes falls within the typical range for adults.
However, it's important to assess the overall sleep quality and patterns as well. Factors such as sleep
efficiency and total sleep time also play a role in determining if the REM sleep is sufficient for the

Ta S kS | NVO lve d : individual's needs.
For a more holistic view of the patient's sleep health, it would be beneficial to consider other sleep
G et d ata metrics such as total sleep time, sleep efficiency, and sleep onset latency, in addition to the REM

Statl Stl Cca l ana lys | S sleep duration. This can provide a more comprehensive understanding of the patient's sleep

I nternet searc h patterns and overall sleep health.
Extract text

For further analysis or to better understand the significance of the REM sleep duration in relation to

the patient's overall sleep quality, it may be helpful to consult a healthcare professional or sleep
specialist for personalized guidance and recommendations.

Dataset: S. Labbaf, et al. "Physiological and Emotional Assessment of College
Students Using Wearable and Mobile Devices During the 2020 Covid-19
Lockdown: An Intensive, Longitudinal Dataset.” Longitudinal Dataset (2023).




Give me reference on the REM sleep recommendation

Patient health record

o According to the WHOOP, Rapid Eye Movement (REM) sleep is an essential stage of sleep that has
re p O rtl n g important physiological and cognitive functions. It is known as the "mentally restorative" stage of
2 sleep when the brain converts short-term memories into long-term ones. The average adult should
( ) aim to spend around 20-25% of their total sleep time in the REM stage, with around 90 minutes of

REM sleep being recommended for individuals who get 7-8 hours of sleep. This means that the REM

sleep duration of 110.63 minutes for Patient 5 in August 2020 falls within the typical range for adults.

However, REM sleep needs can vary from person to person, and other factors such as overall sleep
patterns, sleep efficiency, and total sleep time also play a role in determining if the REM sleep is

Ta S kS | NVO lve d : sufficient for an individual's needs. It's important to consider a more comprehensive view of the
patient's sleep health by assessing other sleep metrics such as total sleep time, sleep efficiency, and
sleep onset latency.

e Getdata
1 1 1 Ultimately, for a more in-depth analysis of the significance of the REM sleep duration in relation to
o Statistical analysis = i E P
the patient’'s overall sleep quality, it may be helpful to consult a healthcare professional or sleep
o S er pA P I specialist for personalized guidance and recommendations.
o

EXt I'a Ct TeXt If you would like to learn more, you can visit the following link for additional information on REM

Dataset: S. Labbaf, et al. "Physiological and Emotional Assessment of College
Students Using Wearable and Mobile Devices During the 2020 Covid-19
Lockdown: An Intensive, Longitudinal Dataset.” Longitudinal Dataset (2023).




Objective stress level
estimation

Tasks involved:

e Getdata

e PPG analysis (HRV
extraction)

e HRV analysis (stress
estimation)

-
o
g
=
-
op)
" e
<
~=
=
=
—

Give me the Patient 5 stress level during August 29th 2020

The stress level for Patient 5 on August 29th, 2020, was rated as 1. This indicates a very low level of
stress. It's important for individuals to maintain awareness of their stress levels and take steps to
manage it, such as through mindfulness, exercise, and relaxation techniques.

Dataset: S. Labbaf, et al. "Physiological and Emotional Assessment of College
Students Using Wearable and Mobile Devices During the 2020 Covid-19
Lockdown: An Intensive, Longitudinal Dataset.” Longitudinal Dataset (2023).



Use cases

e Yang, Zhongaqi, et al. "ChatDiet: Empowering personalized nutrition-oriented
food recommender chatbots through an LLM-augmented framework." Smart
Health 32 (2024): 100465.

e Abbasian, Mahyar, et al. "Knowledge-Infused LLM-Powered Conversational
Health Agent: A Case Study for Diabetes Patients." 46th Annual International
Conference of the IEEE Engineering in Medicine & Biology Society (EMBC),
(2024).

e Park, JungIn, et al. "Building Trust in Mental Health Chatbots: Safety Metrics
and LLM-Based Evaluation Tools." arXiv preprint arXiv:2408.04650 (2024).

e Abbasian, Mahyar, et al. "Empathy Through Multimodality in Conversational
Interfaces." arXiv preprint arXiv:2405.04777 (2024).
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Future directions

We are looking for contribution from diverse communities: to contribute their ideas and
connect their tools to CHA, leading to more precise user responses.

e Safety of the responses
o Benchmarking

e Connecting open datasets, knowledge graphs, etc.
o Planning and decision making
o  Retrieve information

e Chronic Health Management

188



More info about openCHA:

arxiv.org/abs/2310.02374 Th a n k YO u

GitHub repository:

github.com/Institute4FutureHealth/CHA

User guide and quick start: QueStiOnS?

opencha.com

Should you be interested, please reach out to me at

manas@umbc.edu

edrath@umbc.edu Slides Available :
dtilwani@mailbox.sc.edu ht tps: / /nesy—egi.gi thub.io

m294@umbc.edu

azimii@uci.edu
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Thanks! Questions?

o Feedback most welcome :-)
o manas@umbc.edu
o edraffi@umbc.edu
o dtilwani@mailbox.sc.edu
o m2g94@umbc.edu

> azimi.iman.1988@gmail.com

« Tutorial website: https://nesy-egi.github.io
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